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QUESTION 1  

 
You are assisting a new Google Cloud user who just installed the Google Cloud SDK on their VM. The 

server needs access to Cloud Storage. The user wants your help to create a new storage bucket. You 

need to make this change in multiple environments. What should you do? 

A. Use a Deployment Manager script to automate creating storage buckets in an appropriate region 

B. Use a local SSD to improve performance of the VM for the targeted workload 

C. Use the gsutii command to create a storage bucket in the same region as the VM 

D. Use a Persistent Disk SSD in the same zone as the VM to improve performance of the VM 
 
 

 

 Correct Answer: A  
 
 
 
 

 QUESTION 2  

 
Your company has an internal application for managing transactional orders. The application is used 

exclusively by employees in a single physical location. The application requires strong consistency, 

fast queries, and ACID guarantees for multi-table transactional updates. The first version of the 

application is implemented inPostgreSQL, and you want to deploy it to the cloud with minimal code 

changes. Which database is most appropriate for this application? 

A. BigQuery 

B. Cloud SQL 

C. Cloud Spanner 

D. Cloud Datastore 
 
 

 

 Correct Answer: B  
 
 
 
 

 QUESTION 3  

 
You are managing a Data Warehouse on BigQuery. An external auditor will review your company's 

processes, and multiple external consultants will need view access to the data. You need to provide 

them with view access while following Google-recommended practices. What should you do? 

A. Grant each individual external consultant the role of BigQuery Editor 

B. Grant each individual external consultant the role of BigQuery Viewer 

C. Create a Google Group that contains the consultants and grant the group the role of BigQuery 

Editor 

D. Create a Google Group that contains the consultants, and grant the group the role of BigQuery 

Viewer 
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 Correct Answer: D  
 

 

 QUESTION 4  

 
You have a Compute Engine instance hosting a production application. You want to receive an email if 

the instance consumes more than 90% of its CPU resources for more than 15 minutes. You want to 

use Google services. What should you do? 

A. 1. Create a consumer Gmail account.2.Write a script that monitors the CPU usage.3.When the CPU 

usage exceeds the threshold, have that script send an email using the Gmail accountand 

smtp.gmail.com on port 25 as SMTP server. 

B. 1. Create a Stackdriver Workspace, and associate your Google Cloud Platform (GCP) project with 

it.2.Create an Alerting Policy in Stackdriver that uses the threshold as a trigger 

condition.3.Configure your email address in the notification channel. 

C. 1. Create a Stackdriver Workspace, and associate your GCP project with it.2.Write a script that 

monitors the CPU usage and sends it as a custom metric to Stackdriver.3.Create an uptime check 

for the instance in Stackdriver. 

D. 1. In Stackdriver Logging, create a logs-based metric to extract the CPU usage by using this 

regularexpression: CPU Usage: ([0-9] {1,3})%2.In Stackdriver Monitoring, create an Alerting Policy 

based on this metric.3.Configure your email address in the notification channel. 

 
 
 

 Correct Answer: D  
 
 
 
 

 QUESTION 5  

 
Your managed instance group raised an alert stating that new instance creation has failed to create 

new instances. You need to maintain the number of running instances specified by the template to be 

able to process expected application traffic. What should you do? 

A. Create an instance template that contains valid syntax which will be used by the instance group. 

Delete any persistent disks with the same name as instance names. 

B. Create an instance template that contains valid syntax that will be used by the instance group. 

Verify that the instance name and persistent disk name values are not the same in the template 

C. Verify that the instance template being used by the instance group contains valid syntax. Delete 

any persistent disks with the same name as instance names. Set the disks.autoDelete property to 

true in the instance template 

D. Delete the current instance template and replace it with a new instance template. Verify that the 

instance name and persistent disk name values are not the same in the template. Set the 

disks.autoDelete property to true in the instance template. 

 
 
 

 Correct Answer: C  
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 QUESTION 6  

 
You have a project for your App Engine application that serves a development environment. The 

required testing has succeeded and you want to create a new project to serve as your production 

environment. What should you do? 

A. Use gcloud to create the new project, and then deploy your application to the new project. 

B. Use gcloud to create the new project and to copy the deployed application to the new project. 

C. Create a Deployment Manager configuration file that copies the current App Engine deployment 

into a new project. 

D. Deploy your application again using gcloud and specify the project parameter with the new project 

name to create the new project. 

 
 
 

 Correct Answer: C  
 

 

 QUESTION 7  

 
You are creating an application that will run on Google Kubernetes Engine. You have identified 

MongoDB as the most suitable database system for your application and want to deploy a managed 

MongoDB environment that provides a support SLA. What should you do? 

A. Create a Cloud Bigtable cluster and use the HBase API 

B. Deploy MongoDB Alias from the Google Cloud Marketplace 

C. Download a MongoDB installation package and run it on Compute Engine instances 

D. Download a MongoDB installation package, and run it on a Managed Instance Group 
 
 

 

 Correct Answer: D  
 

 

 QUESTION 8  

 
You want to add a new auditor to a Google Cloud Platform project. The auditor should be allowed to 

read, but 

not modify, all project items. 

How should you configure the auditor's permissions? 

A. Create a custom role with view-only project permissions. Add the user's account to the custom 

role. 

B. Create a custom role with view-only service permissions. Add the user's account to the custom 

role. 

C. Select the built-in IAM project Viewer role. Add the user's account to this role. 

D. Select the built-in IAM service Viewer role. Add the user's account to this role. 
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 Correct Answer: C  
 

 

 QUESTION 9  

 
You have an application on a general-purpose Compute Engine instance that is experiencing 

excessive disk read throttling on its Zonal SSD Persistent Disk. The application primarily reads large 

files from disk. The disk size is currently 350 GB. You want to provide the maximum amount of 

throughput while minimizing costs. What should you do? 

A. Increase the size of the disk to 1 TB. 

B. Increase the allocated CPU to the instance. 

C. Migrate to use a Local SSD on the instance. 

D. Migrate to use a Regional SSD on the instance. 
 
 

 

 Correct Answer: C  
 

 

 QUESTION 10  

 
You are building a pipeline to process time-series data. Which Google Cloud Platform services should 

you put in boxes 1,2,3, and 4? 

 

A. Cloud Pub/Sub, Cloud Dataflow, Cloud Datastore, BigQuery 

B. Firebase Messages, Cloud Pub/Sub, Cloud Spanner, BigQuery 

C. Cloud Pub/Sub, Cloud Storage, BigQuery, Cloud Bigtable 



Download the DumpsTech.com Practice Exam Questions PDF 

https://dumpstech.com/associate-cloud-engineer-practice-exam-questions-pdf/ 

 

 

 

D. Cloud Pub/Sub, Cloud Dataflow, Cloud Bigtable, BigQuery 
 
 

 

 Correct Answer: D  
 
 
 
 

 QUESTION 11  
 

You are building an application that stores relational data from users. Users across the globe will use 

this application. Your CTO is concerned about the scaling requirements because the size of the user 

base is unknown. You need to implement a database solution that can scale with your user growth 

with minimum configuration changes. Which storage solution should you use? 

A. Cloud SQL 

B. Cloud Spanner 

C. Cloud Firestore 

D. Cloud Datastore 
 
 

 

 Correct Answer: D  
 
 
 

 QUESTION 12  
 

Your management has asked an external auditor to review all the resources in a specific project. The 

security 

team has enabled the Organization Policy called Domain Restricted Sharing on the organization node 

by 

specifying only your Cloud Identity domain. You want the auditor to only be able to view, but not 

modify, the 

resources in that project. What should you do? 

A. Ask the auditor for their Google account, and give them the Viewer role on the project. 

B. Ask the auditor for their Google account, and give them the Security Reviewer role on the project. 

C. Create a temporary account for the auditor in Cloud Identity, and give that account the Viewer 

role on the project. 

D. Create a temporary account for the auditor in Cloud Identity, and give that account the Security 

Reviewer role on the project. 

 
 
 

 Correct Answer: A  
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 QUESTION 13  

 
You have been asked to create robust Virtual Private Network (VPN) connectivity between a new 

Virtual Private Cloud (VPC) and a remote site. Key requirements include dynamic routing, a shared 

address space of 10.19.0.1/22, and no overprovisioning of tunnels during a failover event. You want to 

follow Google-recommended practices to set up a high availability Cloud VPN. What should you do? 

A. Use a custom mode VPC network, configure static routes, and use active/passive routing 

B. Use an automatic mode VPC network, configure static routes, and use active/active routing 

C. Use a custom mode VPC network use Cloud Router border gateway protocol (86P) routes, and use 

active/passive routing 

D. Use an automatic mode VPC network, use Cloud Router border gateway protocol (BGP) routes and 

configure policy-based routing 

 
 
 

 Correct Answer: D  
 

 

 QUESTION 14  

 
You have an application that receives SSL-encrypted TCP traffic on port 443. Clients for this 

application are located all over the world. You want to minimize latency for the clients. Which load 

balancing option should you use? 

A. HTTPS Load Balancer 

B. Network Load Balancer 

C. SSL Proxy Load Balancer 

D. Internal TCP/UDP Load Balancer. Add a firewall rule allowing ingress traffic from 0.0.0.0/0 on the 

target instances. 

 
 
 

 Correct Answer: C  
 

 

 QUESTION 15  

 
You have an application that looks for its licensing server on the IP 10.0.3.21. You need to deploy the 

licensing server on Compute Engine. You do not want to change the configuration of the application 

and want the application to be able to reach the licensing server. What should you do? 

A. Reserve the IP 10.0.3.21 as a static internal IP address using gcloud and assign it to the licensing 

server. 

B. Reserve the IP 10.0.3.21 as a static public IP address using gcloud and assign it to the licensing 

server. 

C. Use the IP 10.0.3.21 as a custom ephemeral IP address and assign it to the licensing server. 

D. Start the licensing server with an automatic ephemeral IP address, and then promote it to a static 

internal IP address. 
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 Correct Answer: A  
 

 

 QUESTION 16  

 
Your organization uses Active Directory (AD) to manage user identities. Each user uses this identity 

for federated access to various on-premises systems. Your security team has adopted a policy that 

requires users to log into Google Cloud with their AD identity instead of their own login. You want to 

follow the Google-recommended practices to implement this policy. What should you do? 

A. Sync Identities with Cloud Directory Sync, and then enable SAML for single sign-on 

B. Sync Identities in the Google Admin console, and then enable Oauth for single sign-on 

C. Sync identities with 3rd party LDAP sync, and then copy passwords to allow simplified login with 

(he same credentials 

D. Sync identities with Cloud Directory Sync, and then copy passwords to allow simplified login with 

the same credentials. 

 
 
 

 Correct Answer: A  
 

 

 QUESTION 17  

 
You need to set up a policy so that videos stored in a specific Cloud Storage Regional bucket are 

moved to Coldline after 90 days, and then deleted after one year from their creation. How should you 

set up the policy? 

A. Use Cloud Storage Object Lifecycle Management using Age conditions with SetStorageClass and 

Delete actions. Set the SetStorageClass action to 90 days and the Delete action to 275 days (365 – 

90) 

B. Use Cloud Storage Object Lifecycle Management using Age conditions with SetStorageClass 

and Delete actions. Set the SetStorageClass action to 90 days and the Delete action to 365 days. 

C. Use gsutil rewrite and set the Delete action to 275 days (365-90). 

D. Use gsutil rewrite and set the Delete action to 365 days. 
 
 

 

 Correct Answer: A  
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