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QUESTION 1  

 
A global company that deals with International finance is investing heavily in cryptocurrencies and 

wants to experiment with mining technologies using AWS. The company's security team has enabled 

Amazon GuardDuty and is concerned by the number of findings being generated by the accounts. 

The security team wants to minimize the possibility of GuardDuty finding false negatives for 

compromised instances that are performing mining 

How can the security team continue using GuardDuty while meeting these requirements? 

A. In the GuardDuty console, select the CryptoCurrency:EC2/BitcoinTool B'DNS finding and use the 

suppress findings option 

B. Create a custom AWS Lambda function to process newly detected GuardDuty alerts Process the 

CryptoCurrency EC2/BitcoinTool BIDNS alert and filter out the high-severity finding types only. 

C. When creating a new Amazon EC2 Instance, provide the instance with a specific tag that indicates 

it is performing mining operations Create a custom AWS Lambda function to process newly 

detected GuardDuty alerts and filter for the presence of this tag 

D. When GuardDuty produces a cryptocurrency finding, process the finding with a custom AWS 

Lambda function to extract the instance ID from the finding Then use the AWS Systems Manager 

Run Command to check for a running process performing mining operations 

 
 

 Correct Answer: A  

 
 
 
 QUESTION 2  

 
After multiple compromises of its Amazon EC2 instances, a company's Security Officer is mandating 

that memory dumps of compromised instances be captured for further analysis. A Security Engineer 

just received an EC2 abuse notification report from AWS stating that an EC2 instance running the 

most recent Windows Server 2019 Base AMI is compromised. 

How should the Security Engineer collect a memory dump of the EC2 instance for forensic analysis? 

A. Give consent to the AWS Security team to dump the memory core on the compromised instance 

and provide it to AWS Support for analysis. 

B. Review memory dump data that the AWS Systems Manager Agent sent to Amazon CloudWatch 

Logs. 

C. Download and run the EC2Rescue for Windows Server utility from AWS. 

D. Reboot the EC2 Windows Server, enter safe mode, and select memory dump. 
 
 

 

 Correct Answer: A  

 
 
 
 QUESTION 3  

 
A Developer signed in to a new account within an AWS Organizations organizations unit (OU) 

containing multiple accounts. Access to the Amazon S3 service is restricted with the following SCP: 
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How can the Security Engineer provide the Developer with Amazon S3 access without affecting other 

accounts? 

A. Move the SCP to the root OU of Organizations to remove the restriction to access Amazon S3. 

B. Add an IAM policy for the Developer, which grants S3 access. 

C. Create a new OU without applying the SCP restricting S3 access. Move the Developer account to 

this new OU. 

D. Add an allow list for the Developer account for the S3 service. 
 
 

 

 Correct Answer: B  

 
 
 
 QUESTION 4  

 
A Security Administrator is restricting the capabilities of company root user accounts. The company 

uses AWS Organizations and has enabled it for all feature sets, including consolidated billing. The 

top-level account is used for billing and administrative purposes, not for operational AWS resource 

purposes. 

How can the Administrator restrict usage of member root user accounts across the organization? 

A. Disable the use of the root user account at the organizational root. Enable multi-factor 

authentication of the root user account for each organizational member account. 

B. Configure IAM user policies to restrict root account capabilities for each Organizations member 

account. 

C. Create an organizational unit (OU) in Organizations with a service control policy that controls 

usage of the root user. Add all operational accounts to the new OU. 

D. Configure AWS CloudTrail to integrate with Amazon CloudWatch Logs and then create a metric 

filter for RootAccountUsage. 

 
 

 Correct Answer: C  

 

 
Explanation/Reference: 

Applying a "Control Policy" in your organization. A policy applied to: 1) root applies to all accounts in 

the organization 2) OU applies to all accounts in the OU and to any child OUs 3) account applies to 

https://dumpstech.com/aws-certified-security-specialty-practice-exam-questions-pdf/


Download the DumpsTech.com Practice Exam Questions PDF 
https://dumpstech.com/aws-certified-security-specialty-practice-exam-questions-pdf/ 

 

one account only Note- this requires that Acquirements: -all features are enabled for the organization 

in AWS Organizations -Only service control policy (SCP) are supported 

https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies.html 

 
 QUESTION 5  

 
For compliance reasons, an organization limits the use of resources to three specific AWS regions. It 

wants to be alerted when any resources are launched in unapproved regions. 

Which of the following approaches will provide alerts on any resources launched in an unapproved 

region? 

A. Develop an alerting mechanism based on processing AWS CloudTrail logs. 

B. Monitor Amazon S3 Event Notifications for objects stored in buckets in unapproved regions. 

C. Analyze Amazon CloudWatch Logs for activities in unapproved regions. 

D. Use AWS Trusted Advisor to alert on all resources being created. 
 
 

 

 Correct Answer: A  

 

 
Explanation/Reference: 

Explanation: https://stackoverflow.com/questions/45449053/cloudwatch-alert-on-any-instance- 

creation 

 
 QUESTION 6  

 
You have a vendor that needs access to an AWS resource. You create an AWS user account. You want 

to restrict access to the resource using a policy for just that user over a brief period. Which of the 

following would be an ideal policy to use? 

Please select: 

A. An AWS Managed Policy 

B. An Inline Policy 

C. A Bucket Policy 

D. A bucket ACL 
 
 

 

 Correct Answer: B  

 

 
Explanation/Reference: 

The AWS Documentation gives an example on such a case 

Inline policies are useful if you want to maintain a strict one-to-one relationship between a policy 

and the principal entity that if s applied to. For example, you want to be sure that the permissions in 

a policy are not inadvertently assigned to a principal entity other than the one they're intended for. 

When you use an inline policy, the permissions in the policy cannot be inadvertently attached to the 
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wrong principal entity. In addition, when you use the AWS Management Console to delete that 

principal entit the policies embedded in the principal entity are deleted as well. That's because they 

are part of the principal entity. 

Option A is invalid because AWS Managed Polices are ok for a group of users, but for individual users, 

inline policies are better. 

Option C and D are invalid because they are specifically meant for access to S3 buckets 

For more information on policies, please visit the following URL: 

https://docs.aws.amazon.com/IAM/latest/UserGuide/access managed-vs-inline 

The correct answer is: An Inline Policy Submit your Feedback/Queries to our Experts 

 
 QUESTION 7  

 
An application running on EC2 instances in a VPC must call an external web service via TLS (port 443). 

The instances run in public subnets. 

Which configurations below allow the application to function and minimize the exposure of the 

instances? Select 2 answers from the options given below 

Please select: 

A. A network ACL with a rule that allows outgoing traffic on port 443. 

B. A network ACL with rules that allow outgoing traffic on port 443 and incoming traffic on ephemeral 

ports 

C. A network ACL with rules that allow outgoing traffic on port 443 and incoming traffic on port 443. 

D. A security group with a rule that allows outgoing traffic on port 443 

E. A security group with rules that allow outgoing traffic on port 443 and incoming traffic on 

ephemeral ports. 

F. A security group with rules that allow outgoing traffic on port 443 and incoming traffic on port 443. 
 
 

 

 Correct Answer: B,D  

 

 
Explanation/Reference: 

Since here the traffic needs to flow outbound from the Instance to a web service on Port 443, the 

outbound rules on both the Network and Security Groups need to allow outbound traffic. The 

Incoming traffic should be allowed on ephermal ports for the Operating System on the Instance to 

allow a connection to be established on any desired or available port. 

Option A is invalid because this rule alone is not enough. You also need to ensure incoming traffic on 

ephemeral ports 

Option C is invalid because need to ensure incoming traffic on ephemeral ports and not only port 443 

Option E and F are invalid since here you are allowing additional ports on Security groups which are 

not required 

For more information on VPC Security Groups, please visit the below URL: 

https://docs.aws.amazon.com/AmazonVPC/latest/UserGuideA/PC_SecurityGroups.htmll 

The correct answers are: A network ACL with rules that allow outgoing traffic on port 443 and 

incoming traffic on ephemeral ports, A security group with a rule that allows outgoing traffic on port 

443 

Submit your Feedback/Queries to our Experts 
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 QUESTION 8  

 
You are building a system to distribute confidential training videos to employees. Using CloudFront, 

what method could be used to serve content that is stored in S3, but not publicly accessible from S3 

directly? 

Please select: 

A. Create an Origin Access Identity (OAI) for CloudFront and grant access to the objects in your S3 

bucket to that OAl. 

B. Add the CloudFront account security group "amazon-cf/amazon-cf-sg" to the appropriate S3 

bucket policy. 

C. Create an Identity and Access Management (IAM) User for CloudFront and grant access to the 

objects in your S3 bucket to that IAM User. 

D. Create a S3 bucket policy that lists the CloudFront distribution ID as the Principal and the target 

bucket as the Amazon Resource Name (ARN). 

 
 

 Correct Answer: A  

 

 
Explanation/Reference: 

You can optionally secure the content in your Amazon S3 bucket so users can access it through 

CloudFront but cannot access it directly by using Amazon S3 URLs. This prevents anyone from 

bypassing CloudFront and using the Amazon S3 URL to get content that you want to restrict access 

to. This step isn't required to use signed URLs, but we recommend it 

To require that users access your content through CloudFront URLs, you perform the following tasks: 

Create a special CloudFront user called an origin access identity. 

Give the origin access identity permission to read the objects in your bucket. 

Remove permission for anyone else to use Amazon S3 URLs to read the objects. 

Option B,C and D are all automatically invalid, because the right way is to ensure to create Origin 

Access Identity (OAI) for CloudFront and grant access accordingly. 

For more information on serving private content via Cloudfront, please visit the following URL: 

https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/PrivateContent.htmll 

The correct answer is: Create an Origin Access Identity (OAI) for CloudFront and grant access to the 

objects in your S3 bucket t that OAI. 

You can optionally secure the content in your Amazon S3 bucket so users can access it through 

CloudFront but cannot access it directly by using Amazon S3 URLs. This prevents anyone from 

bypassing CloudFront and using the Amazon S3 URL to get content that you want to restrict access 

to. This step isn't required to use signed URLs, but we recommend it 

To require that users access your content through CloudFront URLs, you perform the following tasks: 

Create a special CloudFront user called an origin access identity. 

Give the origin access identity permission to read the objects in your bucket. 

Remove permission for anyone else to use Amazon S3 URLs to read the objects. 

Option B,C and D are all automatically invalid, because the right way is to ensure to create Origin 

Access Identity (OAI) for CloudFront and grant access accordingly. 

For more information on serving private content via Cloudfront, please visit the following URL: 

https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/PrivateContent.htmll 

The correct answer is: Create an Origin Access Identity (OAI) for CloudFront and grant access to the 

objects in your S3 bucket t that OAI. 
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Submit your Feedback/Queries to our Experts 

Submit your Feedback/Queries to our Experts 

 
 QUESTION 9  

 
A company has a set of EC2 instances hosted in AWS. These instances have EBS volumes for storing 

critical information. There is a business continuity requirement and in order to boost the agility of 

the business and to ensure data durability which of the following options are not required. 

Please select: 

A. Use lifecycle policies for the EBS volumes 

B. Use EBS Snapshots 

C. Use EBS volume replication 

D. Use EBS volume encryption 
 
 

 

 Correct Answer: C,D  

 

 
Explanation/Reference: 

Data stored in Amazon EBS volumes is redundantly stored in multiple physical locations as part of 

normal operation of those services and at no additional charge. However, Amazon EBS replication is 

stored within the same availability zone, not across multiple zones; therefore, it is highly 

recommended that you conduct regular snapshots to Amazon S3 for long-term data durability. 

You can use Amazon Data Lifecycle Manager (Amazon DLM) to automate the creation, retention, and 

deletion of snapshots 

taken to back up your Amazon EBS volumes. 

With lifecycle management, you can be sure that snapshots are cleaned up regularly and keep costs 

under control. 

EBS Lifecycle Policies 

A lifecycle policy consists of these core settings: 

• Resource type—The AWS resource managed by the policy, in this case, EBS volumes. 

• Target tag—The tag that must be associated with an EBS volume for it to be managed by the 

policy. 

• Schedule—Defines how often to create snapshots and the maximum number of snapshots to 

keep. Snapshot creation starts within an hour of the specified start time. If creating a new snapshot 

exceeds the maximum number of snapshots to keep for the volume, the oldest snapshot is deleted. 

Option C is correct. Each Amazon EBS volume is automatically replicated within its Availability Zone 

to protect you from component failure, offering high availability and durability. But it does not have 

an explicit feature like that. 

Option D is correct Encryption does not ensure data durability 

For information on security for Compute Resources, please visit the below URL 

https://d1.awsstatic.com/whitepapers/Security/Security Compute Services Whitepaper.pdl 

The correct answers are: Use EBS volume replication. Use EBS volume encryption Submit your 

Feedback/Queries to our Experts 
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 QUESTION 10  

 
Your team is experimenting with the API gateway service for an application. There is a need to 

implement a custom module which can be used for authentication/authorization for calls made to 

the API gateway. How can this be achieved? 

Please select: 
 

A. Use the request parameters for authorization 

B. Use a Lambda authorizer 

C. Use the gateway authorizer 

D. Use CORS on the API gateway 
 
 

 

 Correct Answer: B  

 

 
Explanation/Reference: 

The AWS Documentation mentions the following 

An Amazon API Gateway Lambda authorizer (formerly known as a custom authorize?) is a Lambda 

function that you provide to control access to your API methods. A Lambda authorizer uses bearer 

token authentication strategies, such as OAuth or SAML. It can also use information described by 

headers, paths, query strings, stage variables, or context variables request parameters. 

Options A,C and D are invalid because these cannot be used if you need a custom 

authentication/authorization for calls made to the API gateway 

For more information on using the API gateway Lambda authorizer please visit the URL: 

https://docs.aws.amazon.com/apisateway/latest/developerguide/apieateway-use- 

lambdaauthorizer.htmll 

The correct answer is: Use a Lambda authorizer 

Submit your Feedback/Queries to our Experts 

 
 QUESTION 11  

 
A company's Security Team received an email notification from the Amazon EC2 Abuse team that one 

or more of the company's Amazon EC2 instances may have been compromised 

Which combination of actions should the Security team take to respond to (be current modem? 

(Select TWO.) 

A. Open a support case with the AWS Security team and ask them to remove the malicious code from 

the affected instance 

B. Respond to the notification and list the actions that have been taken to address the incident 

C. Delete all IAM users and resources in the account 

D. Detach the internet gateway from the VPC remove aft rules that contain 0.0.0.0V0 from the 

security groups, and create a NACL rule to deny all traffic Inbound from the internet 

E. Delete the identified compromised instances and delete any associated resources that the 

Security team did not create. 

https://dumpstech.com/aws-certified-security-specialty-practice-exam-questions-pdf/


Download the DumpsTech.com Practice Exam Questions PDF 
https://dumpstech.com/aws-certified-security-specialty-practice-exam-questions-pdf/ 

 

 Correct Answer: D,E  

 
 
 
 QUESTION 12  

 
You need to ensure that objects in an S3 bucket are available in another region. This is because of the 

criticality of the data that is hosted in the S3 bucket. How can you achieve this in the easiest way 

possible? 

Please select: 

A. Enable cross region replication for the bucket 

B. Write a script to copy the objects to another bucket in the destination region 

C. Create an S3 snapshot in the destination region 

D. Enable versioning which will copy the objects to the destination region 
 
 

 

 Correct Answer: A  

 

 
Explanation/Reference: 

Option B is partially correct but a big maintenance over head to create and maintain a script when 

the functionality is already available in S3 

Option C is invalid because snapshots are not available in S3 

Option D is invalid because versioning will not replicate objects 

The AWS Documentation mentions the following 

Cross-region replication is a bucket-level configuration that enables automatic, asynchronous 

copying of objects across buck in different AWS Regions. 

For more information on Cross region replication in the Simple Storage Service, please visit the 

below URL: 

https://docs.aws.amazon.com/AmazonS3/latest/dev/crr.html 

The correct answer is: Enable cross region replication for the bucket Submit your Feedback/Queries 

to our Experts 

 
 QUESTION 13  

 
A company has a serverless application for internal users deployed on AWS. The application uses 

AWS Lambda for the front end and for business logic. The Lambda function accesses an Amazon RDS 

database inside a VPC The company uses AWS Systems Manager Parameter Store for storing 

database credentials. A recent security review highlighted the following issues 

The Lambda function has internet access. 

The relational database is publicly accessible. 

The database credentials are not stored in an encrypted state. 

Which combination of steps should the company take to resolve these security issues? (Select 

THREE) 

A. Disable public access to the RDS database inside the VPC 

B. Move all the Lambda functions inside the VPC. 
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C. Edit the IAM role used by Lambda to restrict internet access. 

D. Create a VPC endpoint for Systems Manager. Store the credentials as a string parameter. Change 

the parameter type to an advanced parameter 

E. Edit the IAM role used by RDS to restrict internet access. 

F. Create a VPC endpoint for Systems Manager. Store the credentials as a SecureString parameter. 
 
 

 

 Correct Answer: A,B,E  

 
 
 
 QUESTION 14  

 
A company runs an application on AWS that needs to be accessed only by employees. Most 

employees work from the office, but others work remotely or travel. How can the Security Engineer 

protect this workload so that only employees can access it? 

A. Add each employee’s home IP address to the security group for the application so that only those 

users can access the workload. 

B. Create a virtual gateway for VPN connectivity for each employee, and restrict access to the 

workload from within the VPC. 

C. Use a VPN appliance from the AWS Marketplace for users to connect to, and restrict workload 

access to traffic from that appliance. 

D. Route all traffic to the workload through AWS WAF. Add each employee’s home IP address into an 

AWS WAF rule, and block all other traffic. 

 
 

 Correct Answer: C  

 

 
Explanation/Reference: 

Explanation: https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/what-is.html 

 
 QUESTION 15  

 
Your company has been using AWS for the past 2 years. They have separate S3 buckets for logging 

the various AWS services that have been used. They have hired an external vendor for analyzing their 

log files. They have their own AWS account. What is the best way to ensure that the partner account 

can access the log files in the company account for analysis. Choose 2 answers from the options 

given below 

Please select: 

A. Create an IAM user in the company account 

B. Create an IAM Role in the company account 

C. Ensure the IAM user has access for read-only to the S3 buckets 

D. Ensure the IAM Role has access for read-only to the S3 buckets 
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 Correct Answer: B,D  

 

 
Explanation/Reference: 

The AWS Documentation mentions the following 

To share log files between multiple AWS accounts, you must perform the following general steps. 

These steps are explained in detail later in this section. 

Create an IAM role for each account that you want to share log files with. 

For each of these IAM roles, create an access policy that grants read-only access to the account you 

want to share the log files with. 

Have an IAM user in each account programmatically assume the appropriate role and retrieve the log 

files. 

Options A and C are invalid because creating an IAM user and then sharing the IAM user credentials 

with the vendor is a direct 'NO' practise from a security perspective. 

For more information on sharing cloudtrail logs files, please visit the following URL 

https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-sharine-loes.htmll 

The correct answers are: Create an IAM Role in the company account Ensure the IAM Role has access 

for read-only to the S3 buckets 

Submit your Feedback/Queries to our Experts 

 
 QUESTION 16  

 
A security team is creating a response plan in the event an employee executes unauthorized actions 

on AWS infrastructure. They want to include steps to determine if the employee's IAM permissions 

changed as part of the incident. 

What steps should the team document in the plan? 

Please select: 

A. Use AWS Config to examine the employee's IAM permissions prior to the incident and compare 

them to the employee's current IAM permissions. 

B. Use Made to examine the employee's IAM permissions prior to the incident and compare them to 

the employee's A current IAM permissions. 

C. Use CloudTrail to examine the employee's IAM permissions prior to the incident and compare 

them to the employee's current IAM permissions. 

D. Use Trusted Advisor to examine the employee's IAM permissions prior to the incident and compare 

them to the employee's current IAM permissions. 

 
 

 Correct Answer: A  

 

 
Explanation/Reference: 

You can use the AWSConfig history to see the history of a particular item. 

The below snapshot shows an example configuration for a user in AWS Config 
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Option B,C and D are all invalid because these services cannot be used to see the history of a 

particular configuration item. This can only be accomplished by AWS Config. 

For more information on tracking changes in AWS Config, please visit the below URL: 

https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/TrackineChanees.htmll 

The correct answer is: Use AWS Config to examine the employee's IAM permissions prior to the 

incident and compare them the employee's current IAM permissions. 

Submit your Feedback/Queries to our Experts 

 
 QUESTION 17  

 
A company hosts critical data in an S3 bucket. Even though they have assigned the appropriate 

permissions to the bucket, they are still worried about data deletion. What measures can be taken to 

restrict the risk of data deletion on the bucket. Choose 2 answers from the options given below 

Please select: 

A. Enable versioning on the S3 bucket 

B. Enable data at rest for the objects in the bucket 

C. Enable MFA Delete in the bucket policy 

D. Enable data in transit for the objects in the bucket 
 
 

 

 Correct Answer: A,C  

 

 
Explanation/Reference: 

One of the AWS Security blogs mentions the followinj 

Versioning keeps multiple versions of an object in the same bucket. When you enable it on a bucket 

Amazon S3 automatically adds a unique version ID to every object stored in the bucket. At that point, 

a simple DELETE action does not permanently delete an object version; it merely associates a delete 

marker with the object. If you want to permanently delete an object version, you must specify its 

version ID in your DELETE request. 

You can add another layer of protection by enabling MFA Delete on a versioned bucket. Once you do 

so, you must provide your AWS accounts access keys and a valid code from the account's MFA device 

in order to permanently delete an object version or suspend or reactivate versioning on the bucket. 

Option B is invalid because enabling encryption does not guarantee risk of data deletion. 

Option D is invalid because this option does not guarantee risk of data deletion. 

For more information on AWS S3 versioning and MFA please refer to the below URL: 

https://aws.amazon.com/blogs/security/securing-access-to-aws-using-mfa-part-3/ 

The correct answers are: Enable versioning on the S3 bucket Enable MFA Delete in the bucket policy 
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Submit your Feedback/Queries to our Experts 

 
 QUESTION 18  

 
An company is using AWS Secrets Manager to store secrets that are encrypted using a CMK and are 

stored in the security account 111122223333. One of the company's production accounts. 

444455556666, must to retrieve the secret values from the security account 111122223333. A 

security engineer needs to apply a policy to the secret in the security account based on least 

privilege access so the production account can retrieve the secret value only. 

Which policy should the security engineer apply? 

A. 

B. 

C. 

D. 

 
 

 Correct Answer: B  

 
 
 
 QUESTION 19  

 
Your company manages thousands of EC2 Instances. There is a mandate to ensure that all servers 

don't have any critical security flaws. Which of the following can be done to ensure this? Choose 2 

answers from the options given below. 

Please select: 

A. Use AWS Config to ensure that the servers have no critical flaws. 

B. Use AWS inspector to ensure that the servers have no critical flaws. 

C. Use AWS inspector to patch the servers 

D. Use AWS SSM to patch the servers 
 
 

 

 Correct Answer: B,D  

 

 
Explanation/Reference: 

The AWS Documentation mentions the following on AWS Inspector 

Amazon Inspector is an automated security assessment service that helps improve the security and 

compliance of applications deployed on AWS. Amazon Inspector automatically assesses applications 

for vulnerabilities or deviations from best practices. After performing an assessment, Amazon 

Inspector produces a detailed list of security findings prioritized by level of severity. These findings 

can be reviewed directly or as part of detailed assessment reports which are available via the 

Amazon Inspector console or API. 

Option A is invalid because the AWS Config service is not used to check the vulnerabilities on servers 

Option C is invalid because the AWS Inspector service is not used to patch servers 

For more information on AWS Inspector, please visit the following URL: 
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https://aws.amazon.com/inspector> 

Once you understand the list of servers which require critical updates, you can rectify them by 

installing the required patches via the SSM tool. 

For more information on the Systems Manager, please visit the following URL: 

https://docs.aws.amazon.com/systems-manager/latest/APIReference/Welcome.html 

The correct answers are: Use AWS Inspector to ensure that the servers have no critical flaws.. Use 

AWS SSM to patch the servers 

( 

 
 QUESTION 20  

 
Which of the following is used as a secure way to log into an EC2 Linux Instance? Please select: 

A. IAM User name and password 

B. Key pairs 

C. AWS Access keys 

D. AWS SDK keys 
 
 

 

 Correct Answer: B  

 

 
Explanation/Reference: 

The AWS Documentation mentions the following 

Key pairs consist of a public key and a private key. You use the private key to create a digital 

signature, and then AWS uses the corresponding public key to validate the signature. Key pairs are 

used only for Amazon EC2 and Amazon CloudFront. 

Option A.C and D are all wrong because these are not used to log into EC2 Linux Instances 

For more information on AWS Security credentials, please visit the below URL: 

https://docs.aws.amazon.com/eeneral/latest/er/aws-sec-cred-types.html 

The correct answer is: Key pairs 

Submit your Feedback/Queries to our Experts 

 
 QUESTION 21  

 
A Security Engineer accidentally deleted the imported key material in an AWS KMS CMK. What 

should the Security Engineer do to restore the deleted key material? 

A. Create a new CMK. Download a new wrapping key and a new import token to import the original 

key material 

B. Create a new CMK Use the original wrapping key and import token to import the original key 

material. 

C. Download a new wrapping key and a new import token Import the original key material into the 

existing CMK. 

D. Use the original wrapping key and import token Import the original key material into the existing 

CMK 
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 Correct Answer: D  

 
 
 
 QUESTION 22  

 
A company has a requirement to create a DynamoDB table. The company's software architect has 

provided the following CLI command for the DynamoDB table 

 
Which of the following has been taken of from a security perspective from the above command? 

Please select: 

A. Since the ID is hashed, it ensures security of the underlying table. 

B. The above command ensures data encryption at rest for the Customer table 

C. The above command ensures data encryption in transit for the Customer table 

D. The right throughput has been specified from a security perspective 
 
 

 

 Correct Answer: B  

 

 
Explanation/Reference: 

The above command with the "-sse-specification Enabled=true" parameter ensures that the data for 

the DynamoDB table is encrypted at rest. 

Options A,C and D are all invalid because this command is specifically used to ensure data encryption 

at rest 

For more information on DynamoDB encryption, please visit the URL: 

https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/encryption.tutorial.html 

The correct answer is: The above command ensures data encryption at rest for the Customer table 

 
 QUESTION 23  

 
Your developer is using the KMS service and an assigned key in their Java program. They get the 

below error when 

running the code 

arn:aws:iam::113745388712:user/UserB is not authorized to perform: kms:DescribeKey 
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Which of the following could help resolve the issue? 

Please select: 

A. Ensure that UserB is given the right IAM role to access the key 

B. Ensure that UserB is given the right permissions in the IAM policy 

C. Ensure that UserB is given the right permissions in the Key policy 

D. Ensure that UserB is given the right permissions in the Bucket policy 
 
 

 

 Correct Answer: C  

 

 
Explanation/Reference: 

You need to ensure that UserB is given access via the Key policy for the Key 

 
Option is invalid because you don't assign roles to IAM users 

For more information on Key policies please visit the below Link: 

https://docs.aws.amazon.com/kms/latest/developerguide/key-poli 

The correct answer is: Ensure that UserB is given the right permissions in the Key policy 

 
 QUESTION 24  

 
A convoys data lake uses Amazon S3 and Amazon Athen 

a. The company's security engineer has been asked to design an encryption solution that meets the 

company's data protection requirements. The encryption solution must work with Amazon S3 and 

keys managed by the company. The encryption solution must be protected in a hardware security 

module that is validated id Federal information Processing Standards (FPS) 140-2 Level 3. 

Which solution meets these requirements? 

A. Use client-side encryption with an AWS KMS customer-managed key implemented with the AWS 

Encryption SDK 

B. Use AWS CloudHSM to store the keys and perform cryptographic operations Save the encrypted 

text in Amazon S3 

C. Use an AWS KMS customer-managed key that is backed by a custom key store using AWS 

CloudHSM 

D. Use an AWS KMS customer-managed key with the bring your own key (BYOK) feature to import a 

key stored in AWS CloudHSM 
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 Correct Answer: B  

 
 
 
 QUESTION 25  

 
A company wants to have a secure way of generating, storing and managing cryptographic exclusive 

access for the keys. Which of the following can be used for this purpose? 

Please select: 

A. Use KMS and the normal KMS encryption keys 

B. Use KMS and use an external key material 

C. Use S3 Server Side encryption 

D. Use Cloud HSM 
 
 

 

 Correct Answer: D  

 

 
Explanation/Reference: 

The AWS Documentation mentions the following 

The AWS CloudHSM service helps you meet corporate, contractual and regulatory compliance 

requirements for data security by using dedicated Hardware Security Module (HSM) instances within 

the AWS cloud. AWS and AWS Marketplace partners offer a variety of solutions for protecting 

sensitive data within the AWS platform, but for some applications and data subject to contractual or 

regulatory mandates for managing cryptographic keys, additional protection may be necessary. 

CloudHSM complements existing data protection solutions and allows you to protect your encryption 

keys within HSMs that are desigr and validated to government standards for secure key 

management. CloudHSM allows you to securely generate, store and manage cryptographic keys used 

for data encryption in a way that keys are accessible only by you. 

Option A.B and Care invalid because in all of these cases, the management of the key will be with 

AWS. Here the question specifically mentions that you want to have exclusive access over the keys. 

This can be achieved with Cloud HSM 

For more information on CloudHSM, please visit the following URL: 

https://aws.amazon.com/cloudhsm/faq: 

The correct answer is: Use Cloud HSM Submit your Feedback/Queries to our Experts 

 
 QUESTION 26  

 
You have been given a new brief from your supervisor for a client who needs a web application set 

up on AWS. The a most important requirement is that MySQL must be used as the database, and this 

database must not be hosted in t« public cloud, but rather at the client's data center due to security 

risks. Which of the following solutions would be the ^ best to assure that the client's requirements 

are met? Choose the correct answer from the options below 

Please select: 

A. Build the application server on a public subnet and the database at the client's data center. 

Connect them with a VPN connection which uses IPsec. 
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B. Use the public subnet for the application server and use RDS with a storage gateway to access 

and synchronize the data securely from the local data center. 

C.  Build the application server on a public subnet and the database on a private subnet with a NAT 

instance between them. 

D. Build the application server on a public subnet and build the database in a private subnet with a 

secure ssh connection to the private subnet from the client's data center. 

 
 

 Correct Answer: A  

 

 
Explanation/Reference: 

Since the database should not be hosted on the cloud all other options are invalid. 

The best option is to create a VPN connection for securing traffic as shown below. 

 
Option B is invalid because this is the incorrect use of the Storage gateway Option C is invalid since 

this is the incorrect use of the NAT instance Option D is invalid since this is an incorrect configuration 

For more information on VPN connections, please visit the below URL 

http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_VPN.htmll 

The correct answer is: Build the application server on a public subnet and the database at the client's 

data center. Connect them with a VPN connection which uses IPsec 

Submit your Feedback/Queries to our Experts 

 
 QUESTION 27  

 
An organization must establish the ability to delete an AWS KMS Customer Master Key (CMK) within 

a 24-hour timeframe to keep it from being used for encrypt or decrypt operations Which of tne 

following actions will address this requirement? 

 

A. Manually rotate a key within KMS to create a new CMK immediately 

B. Use the KMS import key functionality to execute a delete key operation 

C. Use the schedule key deletion function within KMS to specify the minimum wait period for deletion 
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D. Change the KMS CMK alias to immediately prevent any services from using the CMK. 
 
 

 

 Correct Answer: C  

 
 
 
 QUESTION 28  

 
A corporation is preparing to acquire several companies. A Security Engineer must design a solution 

to ensure that newly acquired AWS accounts follow the corporation's security best practices. The 

solution should monitor each Amazon S3 bucket for unrestricted public write access and use AWS 

managed services. 

What should the Security Engineer do to meet these requirements? 

A. Configure Amazon Macie to continuously check the configuration of all S3 buckets. 

B. Enable AWS Config to check the configuration of each S3 bucket. 

C. Set up AWS Systems Manager to monitor S3 bucket policies for public write access. 

D. Configure an Amazon EC2 instance to have an IAM role and a cron job that checks the status of all 

S3 buckets. 

 
 

 Correct Answer: C  

 
 
 
 QUESTION 29  

 
You have a set of Customer keys created using the AWS KMS service. These keys have been used for 

around 6 months. You are now trying to use the new KMS features for the existing set of key's but are 

not able to do so. What could be the reason for this. 

Please select: 

A. You have not explicitly given access via the key policy 

B. You have not explicitly given access via the IAM policy 

C. You have not given access via the IAM roles 

D. You have not explicitly given access via IAM users 
 
 

 

 Correct Answer: A  

 

 
Explanation/Reference: 

By default, keys created in KMS are created with the default key policy. When features are added to 

KMS, you need to explii update the default key policy for these keys. 

Option B,C and D are invalid because the key policy is the main entity used to provide access to the 

keys 
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For more information on upgrading key policies please visit the following URL: 

https://docs.aws.ama20n.com/kms/latest/developerguide/key-policy-upgrading.html ( 

The correct answer is: You have not explicitly given access via the key policy Submit your 

Feedback/Queries to our Experts 

 
 QUESTION 30  

 
A company’s security policy requires that VPC Flow Logs are enabled on all VPCs. A Security Engineer 

is looking to automate the process of auditing the VPC resources for compliance. 

What combination of actions should the Engineer take? (Choose two.) 

A. Create an AWS Lambda function that determines whether Flow Logs are enabled for a given VPC. 

B. Create an AWS Config configuration item for each VPC in the company AWS account. 

C. Create an AWS Config managed rule with a resource type of AWS:: Lambda:: Function. 

D. Create an Amazon CloudWatch Event rule that triggers on events emitted by AWS Config. 

E. Create an AWS Config custom rule, and associate it with an AWS Lambda function that contains 

the evaluating logic. 

 
 

 Correct Answer: A,E  

 

 
Explanation/Reference: 

Explanation: https://medium.com/mudita-misra/how-to-audit-your-aws-resources-for-security- 

compliance-byusing-custom-aws-config-rules-2e53b09006de 

 
 QUESTION 31  

 
You are hosting a web site via website hosting on an S3 bucket - http://demo.s3-website-us-east-l 

.amazonaws.com. You have some web pages that use Javascript that access resources in another 

bucket which has web site hosting also enabled. But when users access the web pages , they are 

getting a blocked Javascript error. How can you rectify this? 

Please select: 

A. Enable CORS for the bucket 

B. Enable versioning for the bucket 

C. Enable MFA for the bucket 

D. Enable CRR for the bucket 
 
 

 

 Correct Answer: A  

 

 
Explanation/Reference: 

Such a scenario is also given in the AWS Documentation Cross-Origin Resource Sharing: Use-case 
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Scenarios 

The following are example scenarios for using CORS: 

• Scenario 1: Suppose that you are hosting a website in an Amazon S3 bucket named website as 

described in Hosting a Static Website on Amazon S3. Your users load the website endpoint 

http://website.s3-website-us-east-1 .amazonaws.com. Now you want to use JavaScript on the 

webpages that are stored in this bucket to be able to make authenticated GET and PUT requests 

against the same bucket by using the Amazon S3 API endpoint for the bucket 

website.s3.amazonaws.com. A browser would normally block JavaScript from allowing those 

requests, but with CORS you can configure your bucket to explicitly enable cross-origin requests from 

website.s3-website-us-east-1 .amazonaws.com. 

• Scenario 2: Suppose that you want to host a web font from your S3 bucket. Again, browsers 

require a CORS check (also called a preflight check) for loading web fonts. You would configure the 

bucket that is hosting the web font to allow any origin to make these requests. 

Option Bis invalid because versioning is only to create multiple versions of an object and can help in 

accidental deletion of objects 

Option C is invalid because this is used as an extra measure of caution for deletion of objects 

Option D is invalid because this is used for Cross region replication of objects 

For more information on Cross Origin Resource sharing, please visit the following URL 

• ittps://docs.aws.amazon.com/AmazonS3/latest/dev/cors.html 

The correct answer is: Enable CORS for the bucket 

Submit your Feedback/Queries to our Experts 

 
 QUESTION 32  

 
Your company has created a set of keys using the AWS KMS service. They need to ensure that each 

key is only used for certain services. For example , they want one key to be used only for the S3 

service. How can this be achieved? 

Please select: 

A. Create an IAM policy that allows the key to be accessed by only the S3 service. 

B. Create a bucket policy that allows the key to be accessed by only the S3 service. 

C. Use the kms:ViaService condition in the Key policy 

D. Define an IAM user, allocate the key and then assign the permissions to the required service 
 
 

 

 Correct Answer: C  

 

 
Explanation/Reference: 

Option A and B are invalid because mapping keys to services cannot be done via either the IAM or 

bucket policy 

Option D is invalid because keys for IAM users cannot be assigned to services 

This is mentioned in the AWS Documentation 

The kms:ViaService condition key limits use of a customer-managed CMK to requests from particular 

AWS services. (AWS managed CMKs in your account, such as aws/s3, are always restricted to the 

AWS service that created them.) 

For example, you can use kms:V1aService to allow a user to use a customer managed CMK only for 

requests that Amazon S3 makes on their behalf. Or you can use it to deny the user permission to a 

CMK when a request on their behalf comes from AWS Lambda. 
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For more information on key policy's for KMS please visit the following URL: 

https://docs.aws.amazon.com/kms/latest/developereuide/policy-conditions.html 

The correct answer is: Use the kms:ViaServtce condition in the Key policy Submit your 

Feedback/Queries to our Experts 

 
 QUESTION 33  

 
A company is collecting AWS CloudTrail log data from multiple AWS accounts by managing individual 

trails in each account and forwarding log data to a centralized Amazon S3 bucket residing in a log 

archive account. After CloudTrail introduced support for AWS Organizations trails, the company 

decided to further centralize management and automate deployment of the CloudTrail logging 

capability across all of its AWS accounts. The company's security engineer created an AWS 

Organizations trail in the master account, enabled server-side encryption with AWS KMS managed 

keys (SSE-KMS) for the log files, and specified the same bucket as the storage location. However, the 

engineer noticed that logs recorded by the new trail were not delivered to the bucket. Which factors 

could cause this issue? (Select TWO.) 

A. The CMK key policy does not allow CloudTrail to make encrypt and decrypt API calls against the 

key. 

B. The CMK key policy does not allow CloudTrail to make GenerateDataKey API calls against the key. 

C. The IAM role used by the CloudTrail trail does not have permissions to make PutObject API calls 

against a folder created for the Organizations trail. 

D. The S3 bucket policy does not allow CloudTrail to make PutObject API calls against a folder created 

for the Organizations trail. 

E. The CMK key policy does not allow the IAM role used by the CloudTrail trail to use the key for 

crypto graphicaI operations. 

 
 

 Correct Answer: A,D  

 
 
 
 QUESTION 34  

 
A company uses multiple AWS accounts managed with AWS Organizations Security engineers have 

created a standard set of security groups for all these accounts. The security policy requires that 

these security groups be used for all applications and delegates modification authority to the security 

team only. 

A recent security audit found that the security groups are inconsistency implemented across 

accounts and that unauthorized changes have been made to the security groups. A security engineer 

needs to recommend a solution to improve consistency and to prevent unauthorized changes in the 

individual accounts in the future. 

Which solution should the security engineer recommend? 

A. Use AWS Resource Access Manager to create shared resources for each requited security group 

and apply an IAM policy that permits read-only access to the security groups only. 

B. Create an AWS CloudFormation template that creates the required security groups Execute the 

template as part of configuring new accounts Enable Amazon Simple Notification Service (Amazon 

SNS) notifications when changes occur 

C. Use AWS Firewall Manager to create a security group policy, enable the policy feature to identify 
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and revert local changes, and enable automatic remediation 

D. Use AWS Control Tower to edit the account factory template to enable the snare security groups 

option Apply an SCP to the OU or individual accounts that prohibits security group modifications 

from local account users 

 
 

 Correct Answer: B  

 
 
 
 QUESTION 35  

 
A Security Engineer must implement mutually authenticated TLS connections between containers 

that communicate inside a VPC. 

Which solution would be MOST secure and easy to maintain? 

A. Use AWS Certificate Manager to generate certificates from a public certificate authority and 

deploy them to all the containers. 

B. Create a self-signed certificate in one container and use AWS Secrets Manager to distribute the 

certificate to the other containers to establish trust. 

C. Use AWS Certificate Manager Private Certificate Authority (ACM PCA) to create a subordinate 

certificate authority, then create the private keys in the containers and sign them using the ACM 

PCA API. 

D. Use AWS Certificate Manager Private Certificate Authority (ACM PCA) to create a subordinate 

certificate authority, then use AWS Certificate Manager to generate the private certificates and 

deploy them to all the containers. 

 
 

 Correct Answer: D  

 
 
 
 QUESTION 36  

 
To meet regulatory requirements, a Security Engineer needs to implement an IAM policy that restricts 

the use of AWS services to the us-east-1 Region. What policy should the Engineer implement? 
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 Correct Answer: A  

 
 
 
 QUESTION 37  

 
A security engineer is responsible for providing secure access to AWS resources for thousands of 

developer in a company’s corporate identity provider (idp). The developers access a set of AWS 

services from the corporate premises using IAM credential. Due to the velum of require for 
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provisioning new IAM users, it is taking a long time to grant access permissions. The security 

engineer receives reports that developer are sharing their IAM credentials with others to avoid 

provisioning delays. The causes concern about overall security for the security engineer. 

Which actions will meet the program requirements that address security? 

A. Create an Amazon CloudWatch alarm for AWS CloudTrail Events Create a metric filter to send a 

notification when me same set of IAM credentials is used by multiple developer 

B. Create a federation between AWS and the existing corporate IdP Leverage IAM roles to provide 

federated access to AWS resources 

C. Create a VPN tunnel between the corporate premises and the VPC Allow permissions to all AWS 

services only if it originates from corporate premises. 

D. Create multiple IAM rotes for each IAM user Ensure that users who use the same IAM credentials 

cannot assume the same IAM role at the same time. 

 
 

 Correct Answer: B  

 
 
 
 QUESTION 38  

 
An organization has a system in AWS that allows a large number of remote workers to submit data 

files. File sizes vary from a few kilobytes to several megabytes. A recent audit highlighted a concern 

that data files are not encrypted while in transit over untrusted networks. 

Which solution would remediate the audit finding while minimizing the effort required? 

A. Upload an SSL certificate to IAM, and configure Amazon CloudFront with the passphrase for the 

private key. 

B. Call KMS.Encrypt() in the client, passing in the data file contents, and call KMS.Decrypt() 

serverside. 

C. Use AWS Certificate Manager to provision a certificate on an Elastic Load Balancing in front of the 

web service’s servers. 

D. Create a new VPC with an Amazon VPC VPN endpoint, and update the web service’s DNS record. 
 
 

 

 Correct Answer: C  

 
 
 
 QUESTION 39  

 
Your company is planning on AWS on hosting its AWS resources. There is a company policy which 

mandates that all security keys are completely managed within the company itself. Which of the 

following is the correct measure of following this policy? 

Please select: 

A. Using the AWS KMS service for creation of the keys and the company managing the key lifecycle 

thereafter. 

B. Generating the key pairs for the EC2 Instances using puttygen 

C. Use the EC2 Key pairs that come with AWS 
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D. Use S3 server-side encryption 
 
 

 

 Correct Answer: B  

 

 
Explanation/Reference: 

y ensuring that you generate the key pairs for EC2 Instances, you will have complete control of the 

access keys. 

Options A,C and D are invalid because all of these processes means that AWS has ownership of the 

keys. And the question specifically mentions that you need ownership of the keys 

For information on security for Compute Resources, please visit the below URL: 

https://d1.awsstatic.com/whitepapers/Security/Security Compute Services Whitepaper.pdfl 

The correct answer is: Generating the key pairs for the EC2 Instances using puttygen Submit your 

Feedback/Queries to our Experts 

 
 QUESTION 40  

 
A company is designing the securely architecture (or a global latency-sensitive web application it 

plans to deploy to AWS. A Security Engineer needs to configure a highly available and secure two-tier 

architecture. The security design must include controls to prevent common attacks such as DDoS, 

cross-site scripting, and SQL injection. 

Which solution meets these requirements? 

A. Create an Application Load Balancer (ALB) that uses public subnets across multiple Availability 

Zones within a single Region. Point the ALB to an Auto Scaling group with Amazon EC2 instances 

in private subnets across multiple Availability Zones within the same Region. Create an Amazon 

CloudFront distribution that uses the ALB as its origin. Create appropriate AWS WAF ACLs and 

enable them on the CloudFront distribution. 

B. Create an Application Load Balancer (ALB) that uses private subnets across multiple Availability 

Zones within a single Region. Point the ALB to an Auto Scaling group with Amazon EC2 instances 

in private subnets across multiple Availability Zones within the same Region. Create an Amazon 

CloudFront distribution that uses the ALB as its origin. Create appropriate AWS WAF ACLs and 

enable them on the CloudFront distribution. 

C. Create an Application Load Balancer (ALB) that uses public subnets across multiple Availability 

Zones within a single Region. Point the ALB to an Auto Scaling group with Amazon EC2 instances 

in private subnets across multiple Availability Zones within the same Region. Create appropriate 

AWS WAF ACLs and enable them on the ALB. 

D. Create an Application Load Balancer (ALB) that uses private subnets across multiple Availability 

Zones within a single Region. Point the ALB to an Auto Scaling group with Amazon EC2 instances 

in private subnets across multiple Availability Zones within the same Region. Create appropriate 

AWS WAF ACLs and enable them on the ALB. 

 

 
 Correct Answer: A  
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 QUESTION 41  

 
A company is using a Redshift cluster to store their data warehouse. There is a requirement from the 

Internal IT Security team to ensure that data gets encrypted for the Redshift database. How can this 

be achieved? Please select: 

A. Encrypt the EBS volumes of the underlying EC2 Instances 

B. Use AWS KMS Customer Default master key 

C. Use SSL/TLS for encrypting the data 

D. Use S3 Encryption 
 
 

 

 Correct Answer: B  

 

 
Explanation/Reference: 

The AWS Documentation mentions the following 

Amazon Redshift uses a hierarchy of encryption keys to encrypt the database. You can use either 

AWS Key Management Servic (AWS KMS) or a hardware security module (HSM) to manage the 

toplevel encryption keys in this hierarchy. The process that Amazon Redshift uses for encryption 

differs 

depending on how you manage keys. 

Option A is invalid because its the cluster that needs to be encrypted 

Option C is invalid because this encrypts objects in transit and not objects at rest 

Option D is invalid because this is used only for objects in S3 buckets 

For more information on Redshift encryption, please visit the following URL: 

https://docs.aws.amazon.com/redshift/latest/memt/workine-with-db-encryption.htmll 

The correct answer is: Use AWS KMS Customer Default master key Submit your Feedback/Queries to 

our Experts 
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