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 QUESTION 1  

 
A company is using AWS Organizations to manage 15 AWS accounts. A solutions architect wants to 

run advanced analytics on the company's cloud expenditures. The cost data must be gathered and 

made available from an analytics account. The analytics application runs in a VPC and must receive 

the raw cost data each night to run the analytics. 

The solution architect has decided to use the Cost Explorer API to fetch the raw data and store the 

data in Amazon S3 in Json format. Access to the raw cost data must be restricted to the analytics 

application. The solution architect has already created an AWS Lambda function to collect data by the 

using the Cost Explorer API. 

Which additional actions should the solutions architect take to meet these requirements? 

A. Create an IAM role in the Organizations master account with permissions to use the Cost Explorer 

API, and establish trust between the role and the analytics account. Update the Lambda function 

role and add sts AssumeRole permissions. Assume the role in the master account from the 

Lambda function code by usinf the AWS security Token Service (AWS STS) AssumeRole API call.  

Create a gateway-endpoint for Amazon S3 in the analytics VPC. Create an S3 bucket policy that 

allows access only from S3 endpoint. 

B. Create an IAM role in the analytics account with permissions to use the Cost Explorer API. Update 

the Lambda function and assign the new role. Create a gateway endpoint for Amazon S3 in the 

analytics VPC. Create an S3 bucket policy that allows access from the analytics VPC by using the 

aws SourceVPC condition 

C. Create an IAM role in the Organizations master account with permissions to use the Cost Explorer 

API, and establish trust between the role and the analytics account. Update the Lambda function 

role and add sts AssumeRole permissions. Assume the role in the master account from the 

Lambda function code by using the AWS security Token Service (AWS STS) AssumeRole API call.  

Create an interface endpoint for Amazon S3 in the analytics VPC. Create an S3 bucket policy that 

allows access only from the analytics VPC private CIDR range by using the aws SourceIp condition. 

D. Create an IAM role in the analytics account with permissions to use the Cost Explorer API. Update 

the Lambda function and assign the new role. Create an interface endpoint for Amazon S3 in the 

analytics VPC. Create an S3 bucket policy that allows only from the S3 endpoint. 

 

 

 Correct Answer: C  

 

 
 
 QUESTION 2  

 
A software company hosts an application on AWS with resources in multiple AWS accounts and 

Regions The application runs on a group of Amazon EC2 instances m an application VPC located in the 

us-east-1 Region with an IPv4 CIDR block of 10.10.0.0/16. In a different AWS account, a shared 

services VPC is located in the us-east-2 Region with an IPv4 CIDR block of 10.10.10.0/24. When a 

cloud engineer uses AWS CloudFormation to attempt to peer the application VPC with the shared 

services VPC. an error message indicates a peering failure. 

Which factors could cause this error? (Select TWO ) 

A. The IPv4 CIDR ranges of the tv/o VPCs overlap 

B. The VPCs are not in the same Region 

C. One or both accounts do not have access to an internet gateway 
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D. One of the VPCs was not shared through AWS Resource Access Manager. 

E. The IAM role in the peer accepter account does not have the correct permissions. 
 

 

 

 Correct Answer: A,B  

 

 
 
 QUESTION 3  

 
A company has five physical data centers in specific locations around the world. Each data center has 

hundreds of physical servers with a mix of Windows and Linux based applications and database 

services Each data center also has an AVVS Direct Connect connection of 10 Gbps to AWS with a 

company-approved VPN solution to ensure that data transfer is secure The company needs to shut 

down the existing data centers as quickly as possible and migrate the servers and applications to 

AWS 

Which solution meets these requirements? 

A. Install the AWS Server Migration Service (AWS SMS) connector onto each physical machine Use 

the AWS Management Console to select the servers from the server catalog and start the 

replication Once the replication is complete launch the Amazon EC2 instances created by the 

service 

B. Install the AWS DataSync agent onto each physical machine Use the AWS Management Console to 

configure the destination to be an AMI and start the replication Once the replication is complete 

launch the Amazon EC2 instances created by the service 

C. Install the CloudEndure Migration agent onto each physical machine Create a migration blueprint 

and start the replication Once the replication is complete, launch the Amazon EC2 instances in 

cutover mode. 

D. Install the AWS Application Discovery Service agent onto each physical machine Use the AWS 

Migration Hub import option to start the replication Once the replication is complete, launch the 

Amazon EC2 instances created by the service 

 

 

 Correct Answer: A  

 

 
 
 QUESTION 4  

 
A mobile app has become very popular and usage has gone from a few hundred to millions of users 

Users capture and upload images of activities within a city and provide ratings and recommendations 

Data access patterns are unpredictable The current application is hosted on Amazon EC2 instances 

behind an Application Load Balancer (ALB) The application is experiencing slowdowns and costs are 

growing rapidly. 

Which changes should a solutions architect mane to tr*e application architecture to control costs and 

improve performance? 

A. Create an Amazon CloudFront distribution and place trie ALB behind the distribution Store static 

content in Amazon S3 hi an Infrequent Access storage class 

B. Store static content in an Amazon S3 bucket using the intelligent Tiering storage class Use an 
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Amazon CloudFront distribution m front of the S3 bucket and the ALB 

C. Place AWS Global Accelerator in front of the ALB Migrate the static content to Amazon EFS and 

then run all AWS Lambda function to resize the images during the migration process 

D. Move the application code to AWS Fargate containers and swap out the tC2 instances with the 

Fargate containers 

 

 

 Correct Answer: D  

 

 
 
 QUESTION 5  

 
A mobile gaming application publishes data continuously to Amazon Kinesis Data Streams. An AWS 

Lambda function processes records from the data stream and writes to an Amazon DynamoDB table. 

The DynamoDB table has an auto scaling policy enabled with the target utilization set to 70%. For 

several minutes at the start and end of each day, there is a spike in traffic that often exceeds five 

times the normal load. The company notices the GetRecords.IteratorAge Milliseconds metric of the 

Kinesis data stream temporarily spikes to over a minute for several minutes. The AWS Lambda 

function writes Provisioned Throughput Exceeded Exception messages to Amazon CloudWatch Logs 

during these times, and some records are redirected to the dead letter queue. No exceptions are 

thrown by the Kinesis producer on the gaming application What change should the company make to 

resolve this issue? 

A. Use Application Auto Scaling to set a scaling schedule to scale out write capacity on the 

DynamoDB table during predictable load spikes. 

B. Use Amazon CloudWatch Events to monitor the dead letter queue and invoke a Lambda function 

to automatically retry failed records. 

C. Reduce the DynamoDB table auto scaling policy's target utilization to 20% to more quickly 

respond to load spikes. 

D. Increase the number of shards in the Kinesis data stream to increase throughput capacity. 
 

 

 

 Correct Answer: C  

 

 
 

 QUESTION 6  

 
A company is using multiple AWS accounts. The DNS records are stored in a private hosted zone for 

Amazon Route 53 in Account 

A. The company's applications and databases are running in Account B.A solutions architect will 

deploy a two-tier application in a new VPC. To simplify the configuration, the db.example.com 

CNAME record set for the Amazon RDS endpoint was created in a private hosted zone for Amazon 

Route 53During deployment the application failed to start Troubleshooting revealed that 

db.example.com is not resolvable on the Amazon EC2 instance. The solutions architect confirmed 

that the record set was created correctly in Route 53.Which combination of steps should the 

solutions architect take to resolve this issue? (Select TWO) 

B. Deploy the database on a separate EC2 instance in the new VPC Create a record set for the 
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instance's private IP in the private hosted zone 

C. Use SSH to connect to the application tier EC2 instance Add an RDS endpoint IP address to the 

/etc/resolv conf file 

D. Use SSH to connect to the application tier EC2 instance Add an RDS endpoint IP address to the 

/etc/resolv conf file 

E. Create an authorization to associate the private hosted zone in Account A with the new VPC in 

Account B 

F. Create a private hosted zone for the example com domain in Account B Configure Route 53 

replication between AWS accounts 

G. Associate a new VPC in Account B with a hosted zone in Account A Delete the association 

authorization in Account A 

 

 

 Correct Answer: B,C  

 

 
 
 QUESTION 7  

 
A company hosts a game player-matching service on a public facing, physical, on-premises instance 

that all users are able to access over the internet. All traffic to the instance uses UDP. The company 

wants to migrate the service to AWS and provide a high level of security. A solutions architect needs 

to design a solution for the player-matching service using AWS. 

Which combination of steps should the solutions architect take to meet these requirements? (Select 

THREE ) 

A. Use a Network Load Balancer (NLB) in front of the player-matching instance. Use a friendly DNS 

entry in Amazon Route 53 pointing to the NLB's Elastic IP address 

B. Use an Application Load Balancer (ALB) in front of the player-matching instance. Use a friendly 

DNS entry in Amazon Route 53 pointing to the ALB's internet-facing fully qualified domain name 

(FQDN). 

C. Define an AWS WAF rule to explicitly drop non-UDP traffic, and associate the rule with the load 

balancer. . 

D. Configure a network ACL rule to block all non-UDP traffic. Associate the network ACL with the 

subnets that hold the load balancer instances. 

E. Use Amazon CloudFront with an Elastic Load Balancer as an origin. 

F. Enable AWS Shield Advanced on all public-facing resources. 
 

 

 

 Correct Answer: A,D,F  

 

 
 
 QUESTION 8  

 
A solutions architect is designing the data storage and retrieval architecture for a new application that 

a company will be launching soon. The application is designed to ingest millions of small records per 

minute from devices a 

around the world. Each record is less than 4 KB in size and needs to be stored in a durable location 
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where it can be retrieved with low latency. The data is ephemeral and the company is required to 

store the data for 120 days only, after which the data can be deleted. 

The solutions architect calculates that, during the course of a year, the storage requirements would 

be about 10-15 TB. 

Which storage strategy is the MOST cost-effective and meets the design requirements? 

A. Design the application to store each incoming record as a single .csv file in an Amazon S3 bucket 

to allow for indexed retrieval. Configure a lifecycle policy to delete data older than 120 days. 

B. Design the application to store each incoming record in an Amazon DynamoDB table properly 

configured for the scale. Configure the DynamoDB Time to Live (TTL) feature to delete records 

older than 120 days. 

C. Design the application to store each incoming record in a single table in an Amazon RDS MySQL 

database. Run a nightly cron job that executes a query to delete any records older than 120 days. 

D. Design the application to batch incoming records before writing them to an Amazon S3 bucket. 

Update the metadata for the object to contain the list of records in the batch and use the Amazon 

S3 metadata search the feature to retrieve the data. Configure a lifecycle policy to delete the data 

after 120 days. 

 

 

 Correct Answer: D  

 

 
 

 QUESTION 9  

 
A company runs a three-tier application in AWS. Users report that the application performance can 

vary greatly depending on the time of day and functionality being accessed. 

The application includes the following components: 

Eight t2.large front-end web servers that serve static content and proxy dynamic content from the 

application tier. 

Four t2.large application servers. 

One db.m4.large Amazon RDS MySQL Multi-AZ DB instance. 

Operations has determined that the web and application tiers are network constrained. 

Which of the following should cost effective improve application performance? (Choose two.) 

A. Replace web and app tiers with t2.xlarge instances 

B. Use AWS Auto Scaling and m4.large instances for the web and application tiers 

C. Convert the MySQL RDS instance to a self-managed MySQL cluster on Amazon EC2 

D. Create an Amazon CloudFront distribution to cache content 

E. Increase the size of the Amazon RDS instance to db.m4.xlarge 
 

 

 

 Correct Answer: B,D  

 

 
Explanation/Reference: 

Explanation: 

https://aws.amazon.com/ec2/instance-types/ 
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 QUESTION 10  

 
A company would like to implement a serverless application by using Amazon API Gateway, AWS 

Lambda and Amazon DynamoDB. They deployed a proof of concept and stated that the average 

response time is greater than what their upstream services can accept Amazon CloudWatch metrics 

did not indicate any issues with DynamoDB but showed that some Lambda functions were hitting 

their timeout. 

Which of the following actions should the Solutions Architect consider to improve performance? 

(Choose two.) 

A. Configure the AWS Lambda function to reuse containers to avoid unnecessary startup time. 

B. Increase the amount of memory and adjust the timeout on the Lambda function. Complete 

performance testing to identify the ideal memory and timeout configuration for the Lambda 

function. 

C. Create an Amazon ElastiCache cluster running Memcached, and configure the Lambda function for 

VPC integration with access to the Amazon ElastiCache cluster. 

D. Enable API cache on the appropriate stage in Amazon API Gateway, and override the TTL for 

individual methods that require a lower TTL than the entire stage. 

E. Increase the amount of CPU, and adjust the timeout on the Lambda function. Complete 

performance testing to identify the ideal CPU and timeout configuration for the Lambda function. 

 

 

 Correct Answer: B,D  

 

 
Explanation/Reference: 

Explanation: 

https://lumigo.io/blog/aws-lambda-timeout-best-practices/ 

 
 QUESTION 11  

 
An e-commerce company is revamping its IT infrastructure and is planning to use AWS services. The 

company's CIO has asked a Solutions Architect to design a simple, highly available, and loosely 

coupled order processing application. The application is responsible for receiving and processing 

orders before storing them in an Amazon DynamoDB table. The application has a sporadic traffic 

pattern and should be able to scale during marketing campaigns to process the orders with minimal 

delays. 

Which of the following is the MOST reliable approach to meet the requirements? 

A. Receive the orders in an Amazon EC2-hosted database and use EC2 instances to process them. 

B. Receive the orders in an Amazon SQS queue and trigger an AWS Lambda function to process 

them. 

C. Receive the orders using the AWS Step Functions program and trigger an Amazon ECS container 

to process them. 

D. Receive the orders in Amazon Kinesis Data Streams and use Amazon EC2 instances to process 

them. 
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 Correct Answer: B  

 

 
 
 QUESTION 12  

 
A company has an application written using an in-house software framework. The framework 

installation takes 30 minutes and is performed with a user data script. Company Developers deploy 

changes to the application frequently. The framework installation is becoming a bottleneck in this 

process. 

Which of the following would speed up this process? 

A. Create a pipeline to build a custom AMI with the framework installed and use this AMI as a 

baseline for application deployments. 

B. Employ a user data script to install the framework but compress the installation files to make them 

smaller. 

C. Create a pipeline to parallelize the installation tasks and call this pipeline from a user data script. 

D. Configure an AWS OpsWorks cookbook that installs the framework instead of employing user data. 

Use this cookbook as a base for all deployments. 

 

 

 Correct Answer: A  

 

 
Explanation/Reference: 

Explanation: 

https://aws.amazon.com/codepipeline/features/?nc=sn&loc=2 

 
 QUESTION 13  

 
A company's CISO has asked a Solutions Architect to re-engineer the company's current CI/CD 

practices to make sure patch deployments to its applications can happen as quickly as possible with 

minimal downtime if vulnerabilities are discovered. The company must also be able to quickly roll 

back a change in case of errors. The web application is deployed in a fleet of Amazon EC2 instances 

behind an Application Load Balancer. The company is currently using GitHub to host the application 

source code and has configured an AWS CodeBuild project to build the application. The company also 

intends to use AWS CodePipeLine to trigger builds form GitHub commits using the existing CodeBuild 

project. 

What CI/CD configuration meets all of the requirements? 

A. Configure CodePipeline with a deploy stage using AWS CodeDeploy configured for in-place 

deployment. Monitor the newly deployed code, and if there are any issues, push another code 

update. 

B. Configure CodePipeline with a deploy stage using AWS CodeDeploy configure for blue/green 

deployments. Monitor the new deployed code and if there are any issues, trigger a manual 

rollback using CodeDeploy. 

C. Configure CodePipeline with a deploy stage using AWS CloudFormation to create a pipeline for test 

and production stacks. Monitor the newly deployed cod and if there are any issues push another 
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code update. 

D. Configure the CodePipeline with a deploy stage using AWS OpsWorks and in-place deployments. 

Monitor the newly deployed code and if there are any issues, push another code update. 

 

 

 Correct Answer: B  

 

 
 

 QUESTION 14  

 
A retail company is running an application that stores invoice files in Amazon S3 bucket and metadata 

about the files in an Amazon. The S3 bucket and DynamoDB table are in us-east-1. The company 

wants to protect itself from data corruption and loss of connectivity to either Region. 

Which option meets these requirements? 

A. Create a DynamoDB global table to replicate data between us-east-1 and eu-west-1. Enable 

continuous backup on the DynamoDB table in us-east-1. Enable versioning on the S3 bucket. 

B. Create an AWS Lambda function triggered by Amazon CloudWatch Events to make regular 

backups of the DynamoDB table. Set up S3 cross-region replication from us-east-1 to eu-west-1. 

Set up MFA delete on the S3 bucket in us-east-1. 

C. Create a DynamoDB global table to replicate data between us-east-1 and eu-west-1. Enable 

versioning on the S3 bucket. Implement strict ACLs on the S3 bucket. 

D. Create a DynamoDB global table to replicate data between us-east-1 and eu-west-1. Enable 

continuous backup on the DynamoDB table in us-east-1. Set up S3 cross-region replication from 

us-east-1 to eu-west-1. 

 

 

 Correct Answer: D  

 

 
Explanation/Reference: 

Explanation: 

https://aws.amazon.com/blogs/aws/new-cross-region-replication-for-amazon-s3/ 

 
 QUESTION 15  

 
A company that provides wireless services needs a solution to store and analyze log files about user 

activities. Currently, log files are delivered daily to Amazon Linux on Amazon EC2 instance. A batch 

script is run once a day to aggregate data used for analysis by a third-party tool. The data pushed to 

the third-party tool is used to generate a visualization for end users. The batch script is cumbersome 

to maintain, and it takes several hours to deliver the ever-increasing data volumes to the third-party 

tool. The company wants to lower costs, and is open to considering a new tool that minimizes 

development effort and lowers administrative overhead. The company wants to build a more agile 

solution that can store and perform the analysis in near-real time, with minimal overhead. The 

solution needs to be cost effective and scalable to meet the company's end-user base growth. 

Which solution meets the company's requirements? 
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A. Develop a Python script to failure the data from Amazon EC2 in real time and store the data in 

Amazon S3. Use a copy command to copy data from Amazon S3 to Amazon Redshift. Connect a 

business intelligence tool running on Amazon EC2 to Amazon Redshift and create the 

visualizations. 

B. Use an Amazon Kinesis agent running on an EC2 instance in an Auto Scaling group to collect and 

send the data to an Amazon Kinesis Data Forehose delivery stream. The Kinesis Data Firehose 

delivery stream will deliver the data directly to Amazon ES. Use Kibana to visualize the data. 

C. Use an in-memory caching application running on an Amazon EBS-optimized EC2 instance to 

capture the log data in near real-time. Install an Amazon ES cluster on the same EC2 instance to 

store the log files as they are delivered to Amazon EC2 in near real-time. Install a Kibana plugin to 

create the visualizations. 

D. Use an Amazon Kinesis agent running on an EC2 instance to collect and send the data to an 

Amazon Kinesis Data Firehose delivery stream. The Kinesis Data Firehose delivery stream will  

deliver the data to Amazon S3. Use an AWS Lambda function to deliver the data from Amazon S3 

to Amazon ES. Use Kibana to visualize the data. 

 

 

 Correct Answer: B  

 

 
Explanation/Reference: 

Explanation: 

https://docs.aws.amazon.com/firehose/latest/dev/writing-with-agents.html 

 
 QUESTION 16  

 
A Solutions Architect is responsible for redesigning a legacy Java application to improve its 

availability, data durability, and scalability. Currently, the application runs on a single high-memory 

Amazon EC2 instance. It accepts HTTP requests from upstream clients, adds them to an in-memory 

queue, and responds with a 200 status. A separate application thread reads items from the queue, 

processes them, and persists the results to an Amazon RDS MySQL instance. The processing time for 

each item takes 90 seconds on average., most of which is spent waiting on external service calls, but 

the application is written to process multiple items in parallel. 

Traffic to this service is unpredictable. During periods of high load, items may sit in the internal queue 

for over an hour while the application processes the backing. In addition, the current system has 

issues with availability and data if the single application node fails. 

Clients that access this service cannot be modified. They expect to receive a response to each HTTP 

request they send within 10 seconds before they will time out and retry the request. 

Which approach would improve the availability and durability of the system while decreasing the 

processing latency and minimizing costs? 

A. Create an Amazon API Gateway REST API that uses Lambda proxy integration to pass requests to 

an AWS Lambda function. Migrate the core processing code to a Lambda function and write a 

wrapper class that provides a handler method that converts the proxy events to the internal 

application data model and invokes the processing module. 

B. Create an Amazon API Gateway REST API that uses a service proxy to put items in an Amazon SQS 

queue. Extract the core processing code from the existing application and update it to pull items 

from Amazon SQS queue. Extract the core processing code from the existing application and 

update it to pull items from Amazon SQS instead of an in-memory queue. Deploy the new 
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processing application to smaller EC2 instances within an Auto Scaling group that scales 

dynamically based on the approximate number of messages in the Amazon SQS queue. 

C. Modify the application to use Amazon DynamoDB instead of Amazon RDS. Configure Auto Scaling 

for the DynamoDB table. Deploy the application within an Auto Scaling group with a scaling policy 

based on CPU utilization. Back the in-memory queue with a memory-mapped file to an instance 

store volume and periodically write that file to Amazon S3. 

D. Update the application to use a Redis task queue instead of the in-memory queue. Build a Docker 

container image for the application. Create an Amazon ECS task definition that includes the 

application container and a separate container to host Redis. Deploy the new task definition as an 

ECS service using AWS Fargate and enable Auto Scaling. 

 

 

 Correct Answer: B  

 

 
 
 QUESTION 17  

 
A company manages an on-premises data ingestion application that receives metrics from loT devices 

in JSON format. The data is collected transformed and stored m a data warehouse for analysis The 

current infrastructure has severe performance issues at peak loads due to insufficient compute 

capacity causing some of the data ingestion to be dropped 

The company wants to migrate the application to AWS The solution must support its current analytics 

tool that connects to the data warehouse with a Java Database Connectivity (JDBC) driver. The 

company requires a resilient and cost-effective solution that will address the performance issues 

Which solution will meet these requirements? 

A. Replatform the application Create an Application Load Balancer and an Amazon EC2 instance with 

Auto Scaling to host the application to ingest and transform the data Create an Amazon RDS 

PostgreSQL Multi-AZ DB instance in a private subnet to store data Use Amazon QuickSight to 

generate reports and visualize data 

B. Replatform the application Use Amazon API Gateway to handle data ingestion Use AWS Lambda to 

transform the data Create an Amazon Aurora PostgreSQL DB cluster with an Aurora Replica in two 

private subnets to store data Use Amazon QuickSight to generate reports and visualize data 

C. Re-architect the application Load the data into Amazon S3 Use AWS Glue to transform me data 

Store the table schema in an AWS Glue Data Catalog Use Amazon Athena to query the data 

D. Re-architect the application Load the data into Amazon S3 Use Amazon EMR to transform tne data 

Create an external schema in an AWS Glue Data Catalog Use Amazon Redshift Spectrum to query 

the data 

 

 

 Correct Answer: A  

 

 
 
 QUESTION 18  

 
A company has many services running in its on-premises data center The data center is connected to 

AWS using AWS Direct Connect (DX) and an iPSec VPN. The service data is sensitive and connectivity 
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cannot traverse the internet The company wants to expand into a new market segment and begin 

offering its services to other companies that are using AWS 

Which solution will meet these requirements? 

A. Create a VPC Endpoint Service that accepts TCP traffic host it behind a Network Load Balancer and 

make the service available over DX 

B. Create a VPC Endpoint Service that accepts HTTP or HTTPS traffic host It behind an Application 

Load Balancer and make the service available over DX 

C. Attach an internet gateway to the VPC, and ensure that network access control and security group 

rules allow the relevant inbound and outbound traffic 

D. Attach a NAT gateway to the VPC and ensure that network access control and security group rules 

allow the relevant inbound and outbound traffic 

 

 

 Correct Answer: A  

 

 
 

 QUESTION 19  

 
A Solutions Architect is working with a company that is extremely sensitive to its IT costs and wishes 

to implement controls that will result in a predictable AWS spend each month. 

Which combination of steps can help the company control and monitor its monthly AWS usage to 

achieve a cost that is as close as possible to the target amount? (Choose three.) 

A. Implement an IAM policy that requires users to specify a 'workload' tag for cost allocation when 

launching Amazon EC2 instances. 

B. Contact AWS Support and ask that they apply limits to the account so that users are not able to 

launch more than a certain number of instance types. 

C. Purchase all upfront Reserved Instances that cover 100% of the account's expected Amazon EC2 

usage. 

D. Place conditions in the users' IAM policies that limit the number of instances they are able to 

launch. 

E. Define 'workload' as a cost allocation tag in the AWS Billing and Cost Management console. 

F. Set up AWS Budgets to alert and notify when a given workload is expected to exceed a defined 

cost. 

 

 

 Correct Answer: A,E,F  

 

 
 
 QUESTION 20  

 
A Solutions Architect is designing the storage layer for a recently purchased application. The 

application will be running on Amazon EC2 instances and has the following layers and requirements: 

Data layer: A POSIX file system shared across many systems. 

Service layer: Static file content that requires block storage with more than 100k IOPS. 

Which combination of AWS services will meet these needs? (Choose two.) 

https://dumpstech.com/aws-certified-solutions-architect-professional-practice-exam-questions-pdf/


Download the DumpsTech.com Practice Exam Questions PDF 

https://dumpstech.com/aws-certified-solutions-architect-professional-practice-exam-questions-pdf/ 

 

A. Data layer -- Amazon S3 

B. Data layer -- Amazon EC2 Ephemeral Storage 

C. Data layer -- Amazon EFS 

D. Service layer -- Amazon EBS volumes with Provisioned IOPS 

E. Service layer -- Amazon EC2 Ephemeral Storage 
 

 

 

 Correct Answer: C,E  

 

 
Explanation/Reference: 

Explanation: 

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/storage-optimized-instances.html 

 
 QUESTION 21  

 
A company has several Amazon EC2 instates to both public and private subnets within a VPC that is 

not connected to the corporate network. A security group associated with the EC2 instances allows 

the company to use the Windows remote desktop protocol (RDP) over the internet to access the 

instances. The security team has noticed connection attempts from unknown sources. The company 

wants to implement a more secure solution to access the EC2 instances. 

Which strategy should a solutions architect implement? 

A. Deploy a Linux bastion host on the corporate network that has access to all instances in the VPC. 

B. Deploy AWS Systems Manager Agent on the EC2 instances Access the EC2 instances using 

Session Manager restricting access to users with permission. 

C. Deploy a Linux bastion host with an Elastic IP address in the public subnet Allow access to the 

bastion host from 0.0.0.0/0. 

D. Establish a Site-to-Site VPN connecting the corporate network to the VPC update the security 

groups to allow access from the corporate network only. 

 

 

 Correct Answer: A  

 

 
 
 QUESTION 22  

 
A solutions architect is designing a publicly accessible web application that is on an Amazon 

CloudFront distribution with an Amazon S3 website endpoint as the origin When the solution is 

deployed the website returns an Error 403: Access Denied message 

Which steps should the solutions architect take to correct the issue1? (Select TWO ) 

A. Remove the S3 block public access option from the S3 bucket 

B. Remove the requester pays option from the S3 bucket 

C. Remove the origin access identity (OAI) from the CloudFront distribution 

D. Change the storage class from S3 Standard to S3 One Zone-Infrequent Access (S3 One Zone-IA) 

E. Disable S3 object versioning 
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 Correct Answer: A,B  

 

 
 
 QUESTION 23  

 
A retail company has a custom NET web application running on AWS that uses Microsoft SQL Server 

for the database The application servers maintain a user's session locally. 

Which combination of architecture changes are needed ensure all tiers of the solution are highly 

available? (Select THREE.) 

A. Refactor the application to store the user's session in Amazon ElastiCache Use Application Load 

Balancers to distribute the load between application instances 

B. Set up the database to generate hourly snapshots using Amazon EBS Configure an Amazon 

CloudWatch Events rule to launch a new database instance if the primary one fails 

C. Migrate the database to Amazon RDS tor SQL Server Configure the RDS instance to use a Multi-AZ 

deployment 

D. Move the NET content to an Amazon S3 bucket Configure the bucket for static website hosting 

E. Put the application instances in an Auto Scaling group Configure the Auto Scaling group to create 

new instances if an instance becomes unhealthy 

F. Deploy Amazon CloudFront in front of the application tier Configure CloudFront to serve content 

from healthy application instances only 

 

 

 Correct Answer: A,C,E  

 

 
 
 QUESTION 24  

 
A company has a photo sharing social networking application. To provide a consistent experience for 

users, the company performs some image processing on the photos uploaded by users before 

publishing on the application. The image processing is implemented using a set of Python libraries. 

The current architecture is as follows: 

* The image processing Python code runs in a single Amazon EC2 instance and stores the processed 

images in an Amazon S3 bucket named ImageBucket. 

* The front-end application, hosted in another bucket, loads the images from ImageBucket to display 

to users. 

With plans for global expansion, the company wants to implement changes in its existing architecture 

to be able to scale for increased demand on the application and reduce management complexity as 

the application scales. 

Which combination of changes should a solutions architect make? (Select TWO.) 

A. Place the image processing EC2 instance into an Auto Scaling group. 

B. Use AWS Lambda to run the image processing tasks. 

C. Use Amazon Rekognition for image processing. 

D. Use Amazon CloudFront in front of ImageBucket. 

E. Deploy the applications in an Amazon ECS cluster and apply Service Auto Scaling. 
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 Correct Answer: B,C  

 

 
 
 QUESTION 25  

 
A company is building a sensor data collection pipeline in which thousands o( sensors write data to an 

Amazon Simple Queue Service (Amazon SQS) queue every minute The queue is processed by an AWS 

Lambda function that extracts a standard set of metrics from the sensor data The company wants to 

send the data to Amazon CloudWatch The solution should allow lor viewing individual and aggregate 

sensor metrics and interactively querying the sensor log data using CloudWatch Logs Insights 

What is the MOST cost-effective solution that meets these requirements? 

A. Write the processed data to CloudWatch Logs in the CloudWatch embedded metric format 

B. Write the processed data to CloudWatch Logs Then write the data to CloudWatch by using the 

PutMetricData API call 

C. Write the processed data to CloudWatch Logs in a structured format. Create a CloudWatch metric 

filter to parse the logs and publish the metrics to CloudWatch with dimensions to uniquely identify 

a sensor 

D. Configure the CloudWatch Logs agent for AWS Lambda Output the metrics for each sensor in 

statsd format with tags to uniquely identify a sensor Write the processed data to CloudWatch Logs 

 

 

 Correct Answer: C  

 

 
 
 QUESTION 26  

 
A company is running a web application with On-Demand Amazon EC2 instances in Auto Scaling 

groups that scale dynamically based on custom metrics After extensive testing the company 

determines that the m5 2xlarge instance size is optimal for the workload Application data is stored in 

db r4 4xlarge Amazon RDS instances that are confirmed to be optimal The traffic to the web 

application spikes randomly during the day 

What other cost-optimization methods should the company implement to further reduce costs without 

impacting the reliability of the application? 

A. Double the instance count in the Auto Scaling groups and reduce the instance size to m5 large 

B. Reserve capacity for the RDS database and the minimum number of EC2 instances that are 

constantly running 

C. Reduce the RDS instance size to db r4 xlarge and add five equivalents sized read replicas to 

provide reliability 

D. Reserve capacity for all EC2 instances and leverage Spot Instance pricing for the RDS database 
 

 

 

 Correct Answer: B  
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 QUESTION 27  

 
A new startup is running a serverless application using AWS Lambda as the primary source of 

compute. New versions of the application must be made available to a subset of users before 

deploying changes to an users. Developers should also have the ability to abort the deployment and 

have access to an easy rollback mechanism. A solutions architect decides to use AWS CodeDeploy to 

deploy changes when a new version is available. 

Which CodeDeploy configuration should the solutions architect use? 

A. A blue/green deployment 

B. A linear deployment 

C. A canary deployment 

D. An all-at-once deployment 
 

 

 

 Correct Answer: C  

 

 
 
 QUESTION 28  

 
A company is using an existing orchestration tool to manage thousands of Amazon EC2 instances. A 

recent penetration test found a vulnerability in the company's software stack. This vulnerability has 

prompted the company to perform a full evaluation of its current production environment. The 

analysis determined that the following vulnerabilities exist within the environment 

* Operating systems with outdated libraries and known vulnerabilities are being used in production 

* Relational databases hosted and managed by the company are running unsupported versions with 

known vulnerabilities 

* Data stored in databases is not encrypted 

The solutions architect intends to use AWS Contig to continuously audit and assess the compliance ot 

the company's AWS resource configurations with the company's policies and guidelines What 

additional steps will enable the company to secure its environments and track resources while 

adhering to best practices? 

A. Use AWS Application Discovery Service to evaluate all running EC2 instances Use the AWS CLI to 

modify each instance, and use EC2 user data to install the AWS Systems Manager Agent during 

boot Schedule patching to run as a Systems Manager Maintenance Windows task Migrate all 

relational databases to Amazon RDS and enable AWS KMS encryption 

B. Create an AWS CloudFormation template tor the EC2 instances Use EC2 user data in the 

CloudFormation template to install the AWS Systems Manager Agent, and enable AWS KMS 

encryption on all Amazon EBS volumes Have CloudFormation replace all running instances Use 

Systems Manager Patch Manager to establish a patch baseline and deploy a Systems Manager 

Maintenance Windows task to execute AWS-RunPatchBaseline using the patch baseline 

C. Install the AWS Systems Manager Agent on all existing instances using the company's current 

orchestration tool Use the Systems Manager Run Command to execute a Iist of commands to 

upgrade software on each instance using operating system-specific tools Enable AWS KMS 

encryption on all Amazon EBS volumes 

D. Install the AWS Systems Manager Agent on all existing instances using the company's current 

orchestration tool Migrate all relational databases to Amazon RDS and enable AWS KMS 

encryption Use Systems Manager Patch Manager to establish a patch baseline and deploy a 
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Systems Manager Maintenance Windows task to execute AWS-RunPatchBaseline using the patch 

baseline. 

 

 

 Correct Answer: D  

 

 
 
 QUESTION 29  

 
A company has multiple business units. Each business unit has its own AWS account and runs a single 

website within that account. The company also has a single logging account Logs from each business 

unit website are aggregated into a single Amazon 53 bucket in the logging account The S3 bucket 

policy provides each business unit with access to write data into the bucket and requires data lo be 

encrypted 

The company needs to encrypt togs uploaded into the bucket using a single AWS Key Management 

Service (AWS KMS) CMK. The CMK that protects the data must be rotated once every 365 days 

Which strategy is the MOST operationally efficient for the company to use to meet these 

requirements? 

A. Create a customer managed CMK in the logging account Update the CMK key policy to provide 

access to the logging account only. Manually rotate the CMK every 355 days 

B. Create a customer managed CMK in the logging account Update the CMK key policy to provide 

access to the logging account and business unit accounts Enable automatic rotation of the CMK 

C. Use an AWS managed CMK in the logging account Update the CMK key policy to provide access to 

the logging account and business unit accounts Manually rotate the CMK every 365 days 

D. Use an AWS managed CMK in the logging account. Update the CMK key policy to provide access to 

the logging account only Enable automatic rotation of the CMK. 

 

 

 Correct Answer: C  

 

 
 

 QUESTION 30  

 
A company is using AWS Organizations to manage multiple AWS accounts. For security purposes, the 

company requires the creation of an Amazon Simple Notification Service (Amazon SNS) topic that 

enables integration with a third-party alerting system in all the Organizations member accounts. 

A solutions architect used an AWS CloudFormation template to create the SNS topic and stack sets to 

automate the deployment of CloudFormation attacks. Trusted access has been enabled in 

Organizations. 

What should the solutions architect do to deploy the CloudFormation StackSets in all AWS accounts? 

A. Create a stack set in the Organizations member accounts. Use service-managed permissions. Set 

deployment options to deploy to an organization. Use CloudFormation StackSets drift detection. 

B. Create stacks in the Organizations member accounts. Use self-service permissions. Set 

deployment options to deploy to an organization. Enable the CloudFormation StackSets automatic 

deployment. 

C. Create stacks in the Organizations master account. Use service-managed permissions. Set 
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deployment options to deploy to the organization. Enable CloudFormation StackSets automatic 

deployment. 

D. Create stacks in the Organization master account. Use service-managed permissions. Set 

deployment options to deploy to the organization. Enable CloudFormation StackSets drift 

detection. 

 

 

 Correct Answer: C  

 

 
 
 QUESTION 31  

 
A fitness tracking company serves users around the world, with its primary markets in North America 

and Asi 

a. The company needs to design an infrastructure for its read heavy user authorization application 

with the following requirements: 

* Be resilient to problem with the application in any region. 

* Write to a database In a single Region. 

* Read from multiple regions. 

* Support resiliency across application tiers in each Region. 

* Support the relational database semantics reflected in the application. 

Which combination of steps should a solution architect take? (Select TWO.) 

A. Use an Amazon Route 53 geoproximity routing policy combined with a multivalue answer routing 

policy. 

B. Deploy web, application, and MySQL database servers to Amazon EC2 instance in each Region. 

Set up the application so that reads and writes are local to the Region. Create snapshots of the 

web, application, and database servers and store the snapshots in an Amazon S3 bucket in both 

Regions. Set up cross-Region replication for database layer. 

C. Use an Amazon Route 53 geolocation routing combined with a failover routing policy. 

D. Set up web, application, and Amazon RDS for MySQL instances in each Region. Set up the 

application so that reads are local and writes are partitioned based on the user. Set up a Multi-AZ 

failover for the web, application, and database servers, Set up cross-Region replication for the 

database layer. 

E. Set up active-active web and application servers in each Region. Deploy an Amazon Aurora global 

database with clusters in each Region. Set up the application to use the in-Region Aurora 

database endpoints. Create snapshots of the web application servers and store them in an 

Amazon S3 bucket in both Region. 

 

 

 Correct Answer: C,D  

 

 
 
 QUESTION 32  

 
An enterprise company wants to allow its developers to purchase third-party software through AWS 

Marketplace. The company uses an AWS Organizations account structure with full features enabled, 
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and has a shared services account in each organizational unit (OU) that will be used by procurement 

managers. The procurement team's policy indicates that developers should be able to obtain third- 

party software from an approved list only and use Private Marketplace in AWS Marketplace to achieve 

this requirement. The procurement team wants administration of Private Marketplace to be restricted 

to a role named procurement-manager-role, which could be assumed by procurement managers. 

Other IAM users, groups, roles, and account administrators in the company should be denied Private 

Marketplace administrative access. 

What is the MOST efficient way to design an architecture to meet these requirements? 

A. Create an AM role named procurement-manager-role in all AWS accounts in the organization. Add 

the Power UserAccess managed policy to the role. Apply an inline policy to all IAM users and roles 

in every AWS account to deny permissions on the AWSPrivateMarketplaceAdminFullAccess 

managed policy. 

B. Create an IAM role named procurement-manager-role in all AWS accounts in the organization. Add 

the Administrator Access managed policy to the role. Define a permissions boundary with the AWS 

Private Marketplace Admin Full Access managed policy and attach it to all the developer roles. 

C. Create an IAM role named procurement-manager-role in all the shared services accounts in the 

organization. Add the AWSPrivate Marketplace Admin Full Access managed policy to the role. 

Create an organization root-level SCP to deny permissions to administer Private Marketplace to 

everyone except the role named procurement-manager-role. Create another organization root- 

level SCP to deny permissions to create an AM role named procurement-manager-role to everyone 

in the organization. 

D. Create an AM role named procurement-manager-role in the AWS accounts that will be used by 

developers. Add the AWS Private Marketplace Admin Full Access managed policy to the role. 

Create an SCP in Organizations to deny permissions to administer Private Marketplace to everyone 

except the role named procurement-manager-role. Apply the SCP to all the shared services 

accounts in the organization. 

 

 

 Correct Answer: D  

 

 
 

 QUESTION 33  

 
A solution architect is migrating an existing workload to AWS Fargate. The task can only run in a 

private subnet within the VPC where there is no direct connectivity from outside the system to the 

application. When the Fargate task is launched, the task fails with the following error: 

 

How should the solution architect correct this error? 

A. Ensure the task is set to ENABLED for the auto-assign public IP selling when launching the task. 

B. Ensure the task is set to DISABLED for the auto-assign public IP setting when launching the task. 

Configure a NAT gateway in the public subnet in the VPC to route requests to the internet 

C. Ensure the task Is set to DISABLED for the auto-assign public IP setting when launching the task. 

Configure a NAT gateway in the private subnet in the VPC to route requests to the internet 

D. Ensure the network mode is set to bridge in the Fargate task definition. 
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 Correct Answer: B  

 

 
 
 QUESTION 34  

 
A photo-sharing and publishing company receives 10,000 to 150,000 images daily. The company 

receives the images from multiple suppliers and users registered with the service. The company is 

moving to AWS and wants to enrich the existing metadata by adding data using Amazon Rekognition. 

The following is an example of the additional data: 

As part of the cloud migration program, the company uploaded existing image data to Amazon S3 and 

told users to upload images directly to Amazon S3. 

What should the Solutions Architect do to support these requirements? 

A. Trigger AWS Lambda based on an S3 event notification to create additional metadata using 

Amazon Rekognition. Use Amazon DynamoDB to store the metadata and Amazon ES to create an 

index. Use a web front-end to provide search capabilities backed by Amazon ES. 

B. Use Amazon Kinesis to stream data based on an S3 event. Use an application running in Amazon 

EC2 to extract metadata from the images. Then store the data on Amazon DynamoDB and 

Amazon CloudSearch and create an index. Use a web front-end with search capabilities backed by 

CloudSearch. 

C. Start an Amazon SQS queue based on S3 event notifications. Then have Amazon SQS send the 

metadata information to Amazon DynamoDB. An application running on Amazon EC2 extracts data 

from Amazon Rekognition using the API and adds data to DynamoDB and Amazon ES. Use a web 

front-end to provide search capabilities backed by Amazon ES. 

D. Trigger AWS Lambda based on an S3 event notification to create additional metadata using 

Amazon Rekognition. Use Amazon RDS MySQL Multi-AZ to store the metadata information and use 

Lambda to create an index. Use a web front-end with search capabilities backed by Lambda. 

 

 

 Correct Answer: A  

 

 
Explanation/Reference: 

Explanation: 

https://github.com/aws-samples/lambda-refarch-imagerecognition 

 

 
 QUESTION 35  

 
A solutions architect has an operational workload deployed on Amazon EC2 instances in an Auto 

Scaling group The VPC architecture spans two Availability Zones (AZ) with a subnet in each that the 

Auto Scaling group is targeting The VPC is connected to an on-premises environment and connectivity 

cannot be interrupted The maximum size of the Auto Scaling group is 20 instances in service The VPC 

IPv4 addressing is as follows: 

VPC CIDR 10 0 0 0/23 

AZ1 subnet CIDR 10 0 0 0/24 
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AZ2 subnet CIDR 10 0 10/24 

Since deployment a third AZ has become available in the Region The solutions architect wants to 

adopt the new AZ without adding additional IPv4 address space and without service downtime 

Which solution will meet these requirements? 

A. Update the Auto Scaling group to use the AZ2 subnet only Delete and re-create the AZ1 subnet 

using half the previous address space Adjust the Auto Scaling group to also use the new AZ1 

subnet When the instances are healthy adjust the Auto Scaling group to use the AZ1 subnet only 

Remove the current AZ2 subnet Create a new AZ2 subnet using the second half of the address 

space from the original. AZ1 subnet Create a new AZ3 subnet using halt the original AZ2 subnet 

address space then update the Auto Scaling group to target all three new subnets 

B. Terminate the EC2 instances m the AZ1 subnet Delete and re-create the AZ1 subnet using half the 

address space Update the Auto Scaling group to use this new subnet Repeat this for the second 

AZ Define a new subnet in AZ3 then update the Auto Scaling group to target all three new subnets 

C. Create a new VPC with the same IPv4 address space and define three subnets with one for each 

AZ Update the existing Auto Scaling group to target the new subnets in the new VPC 

D. Update the Auto Scaling group to use the AZ2 subnet only Update the AZ1 subnet to have half the 

previous address space Adjust the Auto Scaling group to also use the AZ1 subnet again When the 

instances are healthy, adjust the Auto Scaling group to use the AZ1 subnet only Update the 

current A22 subnet and assign the second half of the address space from the original AZ1 subnet 

Create a new AZ3 subnet using half the original AZ2 subnet address space then update the Auto 

Scaling group to target all three new subnets 

 

 

 Correct Answer: A  

 

 
 
 QUESTION 36  

 
A company operating a website on AWS requires high levels of scalability, availability and 

performance. The company is running a Ruby on Rails application on Amazon EC2. It has a data tier 

on MySQL 5.6 on Amazon EC2 using 16 TB of Amazon EBS storage. Amazon CloudFront is used to 

cache application content. The Operations team is reporting continuous and unexpected growth of 

EBS volumes assigned to the MySQL database. The Solutions Architect has been asked to design a 

highly scalable, highly available, and high-performing solution. 

Which solution is the MOST cost-effective at scale? 

A. Implement Multi-AZ and Auto Scaling for all EC2 instances in the current configuration. Ensure that 

all EC2 instances are purchased as reserved instances. Implement new elastic Amazon EBS 

volumes for the data tier. 

B. Design and implement the Docker-based containerized solution for the application using Amazon 

ECS. Migrate to an Amazon Aurora MySQL Multi-AZ cluster. Implement storage checks for Aurora 

MySQL storage utilization and an AWS Lambda function to grow the Aurora MySQL storage, as 

necessary. Ensure that Multi-AZ architectures are implemented. 

C. Ensure that EC2 instances are right-sized and behind an Elastic Load Balancing load balancer. 

Implement Auto Scaling with EC2 instances. Ensure that the reserved instances are purchased for 

fixed capacity and that Auto Scaling instances run on demand. Migrate to an Amazon Aurora 

MySQL Multi-AZ cluster. Ensure that Multi-AZ architectures are implemented. 

D. Ensure that EC2 instances are right-sized and behind an Elastic Load Balancer. Implement Auto 

Scaling with EC2 instances. Ensure that Reserved instances are purchased for fixed capacity and 
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that Auto Scaling instances run on demand. Migrate to an Amazon Aurora MySQL Multi-AZ cluster. 

Implement storage checks for Aurora MySQL storage utilization and an AWS Lambda function to 

grow Aurora MySQL storage, as necessary. Ensure Multi-AZ architectures are implemented. 

 

 

 Correct Answer: C  

 

 
 
 QUESTION 37  

 
A large company is migrating its entire IT portfolio to AWS. Each business unit in the company has a 

standalone AWS account that supports both development and test environments. New accounts to 

support production workloads will be needed soon. 

The Finance department requires a centralized method for payment but must maintain visibility into 

each group's spending to allocate costs. 

The Security team requires a centralized mechanism to control IAM usage in all the company's 

accounts. 

What combination of the following options meet the company's needs with LEAST effort? (Choose 

two.) 

A. Use a collection of parameterized AWS CloudFormation templates defining common IAM 

permissions that are launched into each account. Require all new and existing accounts to launch 

the appropriate stacks to enforce the least privilege model. 

B. Use AWS Organizations to create a new organization from a chosen payer account and define an 

organizational unit hierarchy. Invite the existing accounts to join the organization and create new 

accounts using Organizations. 

C. Require each business unit to use its own AWS accounts. Tag each AWS account appropriately and 

enable Cost Explorer to administer chargebacks. 

D. Enable all features of AWS Organizations and establish appropriate service control policies that 

filter IAM permissions for sub-accounts. 

E. Consolidate all of the company's AWS accounts into a single AWS account. Use tags for billing 

purposes and IAM's Access Advice feature to enforce the least privilege model. 

 

 

 Correct Answer: B,D  

 

 
Explanation/Reference: 

Explanation: 

https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/ce-what-is.html 

 
 QUESTION 38  

 
A company needs to move its on-premises resources to AWS. The current environment consists of 

100 virtual machines (VMs) with a total of 40 TB of storage. Most of the VMs can be taken offline 

because they support functions during business hours only; however, some are mission critical, so 
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downtime must be minimized. 

The administrator of the on-premises network provisioned 10 Mbps of internet bandwidth for the 

migration. The on-premises network throughput has reached capacity and would be costly to 

increase. A solutions architect must design a migration solution that can be performed within the next 

3 months. 

Which method would fulfill these requirements? 

A. Set up a 1Gbps AWS Direct Connect connection. Then provision a private virtual interface, and use 

AWS Server Migration Service (SMS) to migrate the VMs into Amazon EC2. 

B. Use AWS Application Discovery Service to assess each application, and determine how to refactor 

and optimize each using AWS services or AWS Marketplace solutions. 

C. Export the VMs locally, beginning with the most mission-critical servers first. Use AWS Transfer for 

SFTP to securely upload each VM to Amazon S3 after they are exported. Use VM Import/Export to 

import the VMs 

D. Migrate mission-critical VMs with AWS SMS. Export the other VMs locally and transfer them to 

Amazon S3 using AWS Snowball. Use VM Import/Export to import the VMs into Amazon EC2. 

 

 

 Correct Answer: A  

 

 
 
 QUESTION 39  

 
A company runs a popular public-facing ecommerce website. Its user base is growing quickly from a 

local market to a national market. The website is hosted in an on-premises data center with web 

servers and a MySQL database. The company wants to migrate its workload to AWS. A solutions 

architect needs to create a solution to: 

* Improve security 

* Improve reliability 

* Improve availability 

* Reduce latency 

* Reduce maintenance 

Which combination of steps should the solutions architect take to meet these requirements? (Select 

THREE.) 

A. Use Amazon EC2 instances in two Availability Zones for the web servers in an Auto Scaling group 

behind an Application Load Balancer. 

B. Migrate the database to a Multi-AZ Amazon Aurora MySQL DB cluster. 

C. Use Amazon EC2 instances in two Availability Zones to host a highly available MySQL database 

cluster. 

D. Host static website content in Amazon S3. Use S3 Transfer Acceleration to reduce latency while 

serving webpages. Use AWS WAF to improve website security. 

E. Host static website content in Amazon S3. Use Amazon CloudFront to reduce latency while serving 

webpages. Use AWS WAF to improve website security. 

F. Migrate the database to a single-AZ Amazon RDS for MySQL DB instance 
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 Correct Answer: A,B,E  

 

 
 
 QUESTION 40  

 
A solutions architect has implemented a SAML 2.0 federated identity solution with their company's 

on-premises identity provider (IdP) to authenticate users' access to the AWS environment. When the 

solutions architect tests authentication through the federated identity web portal, access to the AWS 

environment is granted. However, when test users attempt to authenticate through the federated 

identity web portal, they are not able to access the AWS environment. 

Which items should the solutions architect check to ensure identity federation is properly configured? 

(Select THREE.) 

A. The IAM user's permissions policy has allowed the use of SAML federation for that user. 

B. The IAM roles created for the federated users' or federated groups' trust policy have set the SAML 

provider as the principal. 

C. Test users are not in the AWSFederatedUsers group in the company's IdR 

D. The web portal calls the AWS STS AssumeRoleWithSAML API with the ARN of the SAML provider, 

the ARN of the IAM role, and the SAML assertion from IdR 

E. The on-premises IdP's DNS hostname is reachable from the AWS environment VPCs. 

F. The company's IdP defines SAML assertions that properly map users or groups in the company to 

IAM roles with appropriate permissions. 

 

 

 Correct Answer: B,C,F  

 

 

 

 

 

Full Access: 

 
https://certificationstime.com/updated/aws-certified-solutions-architect-professional-exam-dumps-pdf/ 

 

 

For the Full Access Visit: 

 
https://dumpstech.com/aws-certified-solutions-architect-professional-
practice-exam-questions-pdf/ 

https://dumpstech.com/aws-certified-solutions-architect-professional-practice-exam-questions-pdf/
https://certificationstime.com/updated/aws-certified-solutions-architect-professional-exam-dumps-pdf/
https://dumpstech.com/aws-certified-solutions-architect-professional-practice-exam-questions-pdf/
https://dumpstech.com/aws-certified-solutions-architect-professional-practice-exam-questions-pdf/

