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QUESTION 1  

 
A solutions architect is moving the static content from a public website hosted on Amazon EC2 

instances to an Amazon S3 bucket. An Amazon CloudFront distribution will be used to deliver the 

static assets. The security group used by the EC2 instances restricts access to a limited set of IP 

ranges. Access to the static content should be similarly restricted. 

Which combination of steps will meet these requirements? (Select TWO.) 

A. Create an origin access identity (OAI) and associate it with the distribution. Change the 

permissions in the bucket policy so that only the OAI can read the objects. 

B. Create an AWS WAF web ACL that includes the same IP restrictions that exist in the EC2 security 

group. Associate this new web ACL with the CloudFront distribution. 

C. Create a new security group that includes the same IP restrictions that exist in the current EC2 

security group. Associate this new security group with the CloudFront distribution. 

D. Create a new security group that includes the same IP restrictions that exist in the current EC2 

security group. Associate this new security group with the S3 bucket hosting the static content. 

E. Create a new IAM role and associate the role with the distribution. Change the permissions either 

on the S3 bucket or on the files within the S3 bucket so that only the newly created IAM role has 

read and download permissions. 

 
 

 Correct Answer: A,B  

 
 
 
 QUESTION 2  

 
A company expects its user base to increase five times over one year. Its application is hosted 

in one region and uses an Amazon RDS for MySQL database, an Application Load Balance 

Amazon Elastic Container Service (Amazon ECS) to host the website and its microservices. 

Which design changes should a solutions architect recommend to support the expected growth? 

(SelectTWO.) 

A. Move static files from Amazon ECS to Amazon S3 

B. Use an Amazon Route 53 geolocation routing policy. 

C. Scale the environment based on real-time AWS CloudTrail logs. 

D. Create a dedicated Elastic Load Balancer for each microservice. 

E. Create RDS lead replicas and change the application to use these replicas. 
 
 

 

 Correct Answer: E  

 
 
 
 QUESTION 3  
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A customer has a service based out of Oregon. US and Paris. France. The application stores data in an 

Amazon S3 bucket located in Oregon. That data is updated frequently. The Pans office is experiencing 

slow response times when retrieving objects. 
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What should a solutions architect do to resolve the slow response times for the Paris office? 

A. Set up an S3 bucket based in Paris, and enable Cross-Region Replication from the Oregon bucket 

to the Paris bucket. 

B. Create an Application Load Balancer that load balances data retrieval between the Oregon S3 

bucket and a new Paris S3 bucket. 

C. Create an Amazon CloudFront distribution with the bucket located m Oregon as the origin and set 

the maximum TTL setting for the cache behavior to zero. 

D. Set up an S3 bucket based in Paris, and enable a lifecycle management rule to transition data 

from the Oregon bucket to the Paris bucket. 

 
 

 Correct Answer: C  

 
 
 
 QUESTION 4  

 
A company has a build server that is in an Auto Scaling group and often has multiple Linux instances 

running. The build server requires consistent shared NFS storage for jobs and configurations. 

Which storage option should a solution architect recommend? 

A. Amazon S3 

B. Amazon FSx 

C. Amazon Elastic Block Store (Amazon EBS) 

D. Amazon Elastic File System (Amazon EFS) 
 
 

 

 Correct Answer: D  

 
 
 
 QUESTION 5  

 
A company is using Amazon CloudFront with its website. The company has enabled logging on the 

CloudFront distribution, and logs are saved in one of the company's Amazon S3 buckets. The 

company needs to perform advanced analysis on the logs and build visualizations. 

What should a solutions architect do to meet these requirements? 

A. Use standard SQL queries in Amazon Athena to analyze CloudFront logs in the S3 bucket. Visualize 

the results with AWS Glue. 

B. Use standard SQL queries in Amazon Athena to analyze the CloudFront logs in the S3 bucket. 

Visual the results with Amazon QuickSight. 

C. Use standard queries in Amazon DynamoDB to analyze the Cloudfront logs in the S3 bucket. 

Visualize the results with the AWS Glue. 

D. Use standard SQL queries in Amazon DynamoDB to analyze the CloudFront logs in theS3 bucket. 

Visualize the results with Amazon QuickSight. 
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 Correct Answer: D  

 
 
 
 QUESTION 6  

 
A company is running its application in a single region on Amazon EC2 with Amazon Elastic Block 

Store (Amazon EBS) and S3 as part of the storage design. 

What should be done to reduce data transfer costs? 

A. Create a copy of the compute environment in another AWS Region 

B. Convert the application to run on Lambda@Edge 

C. Create an Amazon CloudFront distribution with Amazon S3 as the origin 

D. Replicate Amazon S3 data to buckets in AWS Regions closer to the requester. 
 
 

 

 Correct Answer: C  

 
 
 
 QUESTION 7  

 
A company maintains about 300 TB m Amazon S3 Standard storage month after month. The S3 

objects are each typically around 50 GB m size and are frequently replaced with multipart uploads by 

their global application. The number and size of S3 objects remain constant but the company's S3 

storage costs are increasing each month. 

How should a solutions architect reduce costs in this situation? 

A. Switch from multipart uploads to Amazon S3 Transfer Acceleration 

B. Enable an S3 Lifecycle policy that deletes incomplete multipart uploads 

C. Configure S3 inventory to prevent objects from being archived too quickly 

D. Configure Amazon CloudFront to reduce the number of objects stored in Amazon S3 
 
 

 

 Correct Answer: D  

 
 
 
 QUESTION 8  

 
An online retailer has a series of flash sales occurring every Friday Sales Traffic will increase during 

the sales only and the platform will handle the increased load. The platform is a three-tier application. 

The web tier runs on Amazon EC2 instances behind an Application Load Balancer. 

Amazon CloudFront is used to reduce web server load, but many requests for dynamic content must 

go to the web servers. 

What should be done to the web tier to reduce costs without impacting performance or reliability? 

A. Use T-series instances 

B. Purchase scheduled Reserved instances. 
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C. Implement Amazon ElasticCache 

D. Use Spot instances. 
 
 

 

 Correct Answer: A  

 
 
 
 QUESTION 9  

 
A company previously migrated its data warehouse solution to AWS. The company also has an AWS 

Direct Connect connection. Corporate office users query the data warehouse using a visualization 

tool. The average size of a query returned by the data warehouse is 50 MB and each webpage sent by 

the visualization tool is approximately 500 KB. Result sets returned by the data warehouse are not 

cached. 

Which solution provides the LOWEST data transfer egress cost for the company? 

A. Host the visualization tool on premises and query the data warehouse directly over the internet. 

B. Host the visualization tool in the same AWS Region as the data warehouse. Access it over the 

internet. 

C. Host the visualization tool on premises and query the data warehouse directly over a Direct 

Connect connection at a location in the same AWS Region. 

D. Host the visualization tool in the same AWS Region as the data warehouse and access it over a 

Direct Connect connection at a location in the same Region. 

 
 

 Correct Answer: D  

 
 
 
 QUESTION 10  

 
Management has decided to deploy all AWS VPCs with IPv6 enabled After some time a solutions 

architect tries to launch a new instance and receives an error stating that there is not enough IP 

address space available in the subnet 

What should the solutions architect do to fix this? 

A. Check to make sure that only IPv6 was used during the VPC creation. 

B. Create a new IPv4 subnet with a larger range, and then launch the instance 

C. Create a new IPv6-only subnet with a larger range, and then launch the instance 

D. Disable the IPv4 subnet and migrate all instances to IPv6 only Once that is complete launch the 

instance 

 
 

 Correct Answer: C  
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Correct Answer: A 

QUESTION 12 

Correct Answer: A 

 
 

A company has a web application for travel ticketing. The application is based on a database that 

runs in a single data center in North Americ 

a. The company wants to expand the application to serve 

a global user base. The company needs to display the application to multiple AWS Regions. Average 

latency must be less than 1 second on updates to reservation database. 

The company wants to have separate deployments of its web platform across multiple Regions. 

However, the company must maintain a single primary reservation database that is globally 

consistent. 

Which solution should a solutions architect recommend to meet these requirements? 

A. Convert the application to use Amazon DynamoDB. Use a global table for the center reservation 

table. Use the correct Regional endpoint in each Regional deployment. 

B. Migrate the database to an Amazon Aurora MySQL database. Deploy Aurora Read Replicas in each 

Region. Use the correct Region endpoint in each Regional deployment for access to the database. 

C. Migrate the database to an Amazon RDS for MySQL database. Deploy MySQL read replicas in each 

Region. Use the correct Regional endpoint In each Regional deployment for access to the 

database. 

D. Migrate the application to an Amazon Aurora Severless database. Deploy instances of the 

database to each Region. Use the correct Region endpoint in each Regional deployment to access 

the database. Use AWS Lambda functions to process event streams in each Region to synchronize 

the databases. 

 
 
 

 
 

 

 

An application team has started using Amazon EMR to run batch jobs using datasets located in 

Amazon S3. During the initial testing of the workload a solutions architect notices that the account is 

starting to accrue NAT gateway data processing costs 

How can the learn optimize the cost of the workload? 

A. Detach the NAT gateway from the subnet where the Amazon EMR clusters are running 

B. Replace the NAT gateway with a customer gateway 

C. Replace the NAT gateway with an S3 VPC endpoint 

D. Configure a network ACL on the subnets where the Amazon EMR clusters are running to open 

access to Amazon S3 

 
 
 

QUESTION 11 
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Correct Answer: B 

QUESTION 14 

Correct Answer: B 

 
 

A company has an application that posts messages to Amazon SQS Another application polls the 

queue and processes the messages in an l/O-intensive operation The company has a service level 

agreement (SLA) that specifies the maximum amount of time that can elapse between receiving the 

messages and responding to the users Due to an increase in the number of messages the company 

has difficulty meeting its SLA consistently. 

What should a solutions architect do to help improve the application's processing time and ensure it 

can handle the load at any level? 

A. Create an Amazon Machine Image (AMI) from the instance used for processing Terminate the 

instance and replace it with a larger size. 

B. Create an Amazon Machine Image (AMI) from the instance used for processing Terminate the 

instance and replace it with an Amazon EC2 Dedicated Instance 

C. Create an Amazon Machine image (AMI) from the instance used for processing Create an Auto 

Scaling group using this image in its launch configuration Configure the group with a target 

tracking policy to keep us aggregate CPU utilization below 70% 

D. Create an Amazon Machine Image (AMI) from the instance used for processing Create an Auto 

Scaling group using this image in its launch configuration Configure the group with a target 

tracking policy based on the age of the oldest message in the SQS queue 

 
 
 

 
 

 

 

A company is planning to build a new web application on AWS. The company expects predictable 

traffic most of the year and very high traffic on occasion. The web application needs to be highly 

available and fault tolerant with minimal latency. 

What should a solutions architect recommend to meet these requirements? 

A. Use an Amazon Route 53 routing policy to distribute requests to two AWS Regions, each with one 

Amazon EC2 instance. 

B. Use Amazon EC2 instances in an Auto Scaling group with an Application Load Balancer across 

multiple Availability Zones. 

C. Use Amazon EC2 instances in a cluster placement group with an Application Load Balancer across 

multiple Availability Zones. 

D. Use Amazon EC2 instances in a cluster placement group and include the cluster placement group 

within a new Auto Scaling group. 

 
 
 

QUESTION 13 
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 QUESTION 15  

 
A solution architect is designing a hybrid application using the AWS cloud. The network between the 

on-premises data center and AWS will use an AWS Direct Connect (DX) connection. The application 

connectivity between AWS and the on-premises data center must be highly resilient. 

Which DX configuration should be implemented to meet these requirements? 

A. Configure a DX connection with a VPN on top of it. 

B. Configure DX connections at multiple DX locations. 

C. Configure a DX connection using the most reliable DX partner. 

D. Configure multiple virtual interfaces on top of a DX connection. 
 
 

 

 Correct Answer: B  

 
 
 
 QUESTION 16  

 
A solution architect is performing a security review of a recently migrated workload. The workload is a 

web application that consists of amazon EC2 instances in an Auto Scaling group behind an Application 

Load balancer. The solution architect must improve the security posture and minimize the impact of a 

DDoS attack on resources. 

Which solution is MOST effective? 

A. Configure an AWS WAF ACL with rate-based rules. Create an Amazon CloudFront distribution that 

points to the Application Load Balancer. Enable the EAF ACL on the CloudFront distribution 

B. Create a custom AWS Lambda function that adds identified attacks into a common vulnerability 

pool to capture a potential DDoS attack. use the identified information to modify a network ACL to 

block access. 

C. Enable VPC Flow Logs and store then in Amazon S3. Create a custom AWS Lambda functions that 

parses the logs looking for a DDoS attack. Modify a network ACL to block identified source IP 

addresses. 

D. Enable Amazon GuardDuty and , configure findings written 10 Amazon GloudWatch Create an 

event with Cloud Watch Events for DDoS alerts that triggers Amazon Simple Notification Service 

(Amazon SNS) Have Amazon SNS invoke a custom AWS lambda function that parses the logs 

looking for a DDoS attack Modify a network ACL to block identified source IP addresses 

 
 

 Correct Answer: B  

 
 
 
 QUESTION 17  

 
A company wants to use high performance computing (HPC) infrastructure on AWS for financial risk 

modeling. The company s HPC workloads run on Linux Each HPC workflow runs on hundreds of 

Amazon EC2 Spot Instances, is short-lived, and generates thousands of output files that are ultimately 

stored in persistent storage for analytics and long-term future use 

The company seeks a cloud storage solution that permits the copying of on premises data to long- 
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term persistent storage to make data available for processing by all EC2 instances. The solution 

should also be a high performance file system that is integrated with persistent storage to read and 

write datasets and output files. 

Which combination of AWS services meets these requirements? 

A. Amazon FSx for Lustre integrated with Amazon S3 

B. Amazon FSx for Windows File Server integrated with Amazon S3 

C. Amazon S3 Glacier integrated with Amazon Elastic Block Store (Amazon EBS) 

D. Amazon S3 bucket with a VPC endpoint integrated with an Amazon Elastic Block Store (Amazon 

EBS) General Purpose SSD (gp2) volume 

 
 

 Correct Answer: A  

 
 
 
 QUESTION 18  

 
A company Is launching an ecommerce website on AWS. This website is built with a three-tier 

architecture that includes a MySQL database In a Multi-AZ deployment of Amazon Aurora MySQL. The 

website application must be highly available and will initially be launched in an AWS Region with three 

Availability Zones The application produces a metric that describes the load the application 

experiences. 

Which solution meets these requirements? 

A. Configure an Application Load Balancer (ALB( with Amazon EC2 Auto Scaling behind the ALB with 

scheduled scaling 

B. Configure an Application Load Balancer (ALB) and Amazon EC2 Auto Scaling behind the ALB with a 

simple scaling policy. 

C. Configure a Network Load Balancer (NLB) and launch a Spot Fleet with Amazon EC2 Auto Scaling 

behind the NL8. 

D. Configure an Application Load Balancer (ALB) and Amazon EC2 Auto Scaling behind the ALB with a 

target tracking scaling policy. 

 
 

 Correct Answer: B  

 
 
 
 QUESTION 19  

 
What should the solutions architect recommend? 

 

A. Install MySQL on Amazon EC2 in the secondary Region 

B. Migrate the database to Amazon Aurora with cross-Region replicas 

C. Create another RDS for MySQL read replica in the secondary Region 

D. Implement Amazon ElastiCache to improve database query performance 
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 Correct Answer: A  

 
 
 
 QUESTION 20  

 
A company recently deployed a two-tier application in two Availability Zones in the us-east-1 Region. 

The databases are deployed in a private subnet while the web servers are deployed in a public 

subnet. An internet gateway is attached to the VPC. The application and database run on Amazon EC2 

instances. The database servers are unable to access patches on the internet. A solutions architect 

needs to design a solution that maintains database security with the least operational overhead. 

Which solution meets these requirements? 

A. Deploy a NAT gateway inside the public subnet for each Availability Zone and associate it with an 

Elastic IP address. Update the routing table of the private subnet to use it as the default route. 

B. Deploy a NAT gateway inside the private subnet for each Availability Zone and associate it with an 

Elastic IP address. Update the routing table of the private subnet to use it as the default route. 

C. Deploy two NAT instances inside the public subnet for each Availability Zone and associate them 

with Elastic IP addresses. Update the routing table of the private subnet to use it as the default 

route. 

D. Deploy two NAT instances inside the private subnet for each Availability Zone and associate them 

with Elastic IP addresses. Update the routing table of the private subnet to use it as the default 

route. 

 
 

 Correct Answer: A  

 
 
 
 QUESTION 21  

 
A new employee has joined a company as a deployment engineer. The deployment engineer will be 

using AWS CloudFormation templates to create multiple AWS resources. A solutions architect wants 

the deployment engineer to perform job activities. while following the principle of least privilege. 

Which combination of actions should the solutions architect take to accomplish this goal? (Select 

TWO.) 

A. Have the deployment engineer use AWS account roof user credentials for performing AWS 

CloudFormation stack operations. 

B. Create a new IAM user for the deployment engineer and add the IAM user to a group that has the 

PowerUsers IAM policy attached 

C. Create a new IAM user for the deployment engineer and add the IAM user to a group that has the 

Administrate/Access IAM policy attached 

D. Create a new IAM User for the deployment engineer and add the IAM user to a group that has an 

IAM policy that allows AWS CloudFormation actions only 

E. Create an IAM role for the deployment engineer to explicitly define the permissions specific to the 

AWS CloudFormation stack and launch stacks using Dial IAM role. 
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 Correct Answer: A,E  

 
 
 
 QUESTION 22  

 
A solutions architect needs to allow developers to have SSH connectivity to web servers The 

requirements are as follows 

* Limit access to users originating from the corporate network. 

* Web servers cannot have SSH access directly from the internet. 

* Web servers reside in a private subnet. 

Which combination of steps must the architect complete to meet these requirements? (Select TWO.) 

A. Create a bastion host that authenticates users against the corporate directory 

B. Create a bastion host with security group rules that only allow traffic from the corporate network. 

C. Attach an IAM role to the bastion host with relevant permissions 

D. Configure the web servers' security group to allow SSH traffic from a bastion host. 

E. Deny all SSH traffic from the corporate network in the inbound network ACL. 
 
 

 

 Correct Answer: A,E  

 
 
 
 QUESTION 23  

 
A company has NFS servers in an on-premises data center that need to periodically back up small 

amounts of data to Amazon S3. Which solution meets these requirements and is MOST cost-effective? 

A. Set up AWS Glue to copy the data from the on-premises servers to Amazon S3. 

B. Set up an AWS DataSync agent on the on premises servers, and sync the data to Amazon S3. 

C. Set up an SFTP sync using AWS Transfer for SFTP to sync data from on premises to Amazon S3. 

D. Set up an AWS Direct Connect connection between the on-premises data center and a VPC, and 

copy the data to Amazon S3 

 
 

 Correct Answer: C  

 
 
 
 QUESTION 24  

 
A company has many applications on Amazon EC2 instances running in Auto Scaling groups. 

Company policy requires that the data on the attached Amazon Elastic Block Store (Amazon EBS) 

volumes be retained. 

Which action will meet these requirements without impacting performance? 

A. Enable termination protection on the Amazon EC2 instances. 

B. Disable the DeleteOnTermination attribute for the Amazon EBS volumes. 
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C. Use Amazon EC2 user data to set up a synchronization job for root volume. 

D. Change the Auto scaling health check to point to a source on the root volume. 
 
 

 

 Correct Answer: B  

 

 
Explanation/Reference: 

https://aws.amazon.com/premiumsupport/knowledge-center/deleteontermination-ebs/ 

 
 QUESTION 25  

 
A company wants to identify underutilized instances for Amazon EX2 and Amazon RDS. The company 

needs to report on the cost of all underutilized instances and the utilization metrics for each resource. 

Which combination of tools and services will provide this data? (Select TWO.) 

A. Cost Explorer 

B. AWS Cost and Usage Report 

C. AWS Budgets 

D. Amazon CloudWarch 

E. AWS CloudTrail 
 
 

 

 Correct Answer: A,D  

 
 
 
 QUESTION 26  

 
A company is reviewing a recent migration of a three-tier application to a VPC. The security team 

discovers thai the principle of least privilege is not being applied to Amazon EC2 security group 

ingress and egress rules between the application tiers. 

What should a solutions architect do to correct this issue? 

A. Create security group rules using the instance ID as the source or destination. 

B. Create security group rules using the security group ID as the source or destination. 

C. Create security group rules using the VPC CIDR blocks as the source or destination. 

D. Create security group rules using the subnet CIDR blocks as the source or destination. 
 
 

 

 Correct Answer: B  

 
 
 
 QUESTION 27  

 
A company has a web server running on an Amazon EC2 instance in a public subnet with an Elastic IP 
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address The default security group is assigned to the EC2 instance. The default network ACL has been 

modified to block all traffic. A solutions architect needs to make the web server accessible from 

everywhere on port 443 

Which combination of steps will accomplish this task? (Select TWO.) 

A. Create a security group with a rule to allow TCP port 443 from source 0.0.0.0/0. 

B. Create a security group with a rule to allow TCP port 443 to destination 0 0 0 0/0. 

C. Update the network ACL to allow TCP port 443 from source 0.0 0 0/0. 

D. Update the network ACL to allow inbound/outbound TCP port 443 from source 0.0.0.0/0 and to 

destination 0.0.0.0/0. 

E. Update the network ACL to allow inbound TCP port 443 from source 0.0.0 0/0 and outbound TCP 

port 32768-65535 to destination 0 0 0.0/0 

 
 

 Correct Answer: A,E  

 
 
 
 QUESTION 28  

 
A company has two AWS accounts: Production and Development There are code changes ready in the 

Development account to push to the Production account In the alpha phase, only two senior 

developers on the development team need access to the Production account in the beta phase, more 

developers might need access to perform testing as well. 

What should a solutions architect recommend? 

A. Create two policy documents using the AWS Management Console in each account Assign the 

policy to developers who need access 

B. Create an IAM role in the Development account Give one IAM role access to the Production 

account Allow developers to assume the role 

C. Create an IAM role in the Production account with the trust policy that specifies the Development 

account. Allow developers to assume the role. 

D. Create an IAM group in the Production account and add it as a principal in the trust policy that 

specifies the Production account Add developers to the group 

 
 

 Correct Answer: C  

 
 
 
 QUESTION 29  

 
A solutions architect is designing an application for a two-step order process The first step is 

synchronous and must return to the user with little latency The second step takes longer, so it will be 

implemented in a separate component Orders must be processed exactly once and in the order in 

which they are received 

How should the solutions architect integrate these components? 

A. Use an Amazon SQS FIFO queues 

B. Use an AWS Lambda function along with Amazon SQS standard queues 
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C. Create an SNS topic and subscribe an Amazon SQS FIFO queue to that topic 

D. Create an SNS topic and subscribe an Amazon SQS Standard queue to that topic. 
 
 

 

 Correct Answer: C  

 

 
Explanation/Reference: 

https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/FIFO-queues.html 

 
 QUESTION 30  

 
A company manages a data lake in an Amazon S3 bucket that numerous application share. The S3 

bucket contain unique folders with a prefix for each application. The company wants to restrict each 

application to its specific folder and have more granular control of the objects in each folder. 

Which solution met these requirements with the LEAST amount of effort? 

A. Create dedicated S3 access points and access point policies for each application. 

B. Create anS3 Batch Operations job to set the ACL permissions for each object in the S3 bucket. 

C. Update theS3 S3 bucket policy to grant access to each application based on its specific folder in 

the S3 bucket. 

D. Replicate the objects in the S3 bucket to new S3 buckets for each application Create replication 

rules by prefix. 

 
 

 Correct Answer: B  

 
 
 
 QUESTION 31  

 
A company is building a web application that servers a content management system. The content 

management system runs on Amazon EC2 instances behind an application Load Balancer (ALB). The 

EC2 instances run in an Auto Scaling group across Availability Zones. Users are constantly adding and 

updating files, blogs, and other website assets in the content management system. 

Which solution meets these requirements? 

A. Update the EC2 user data in the Auto Scaling group lifecycle policy to copy the website assets 

from the EC2 instance that was launched most recently. Configure the ALB to make changes to 

the websites assets only in the newest EC2 instance. 

B. Copy the website assets to an Amazon Elastic File System (Amazon EFS) Me system Configure 

each EC2 instance to mount the EFS m system locally. Configure the website hosting application 

to reference the website assets that are stored in the EFS file system. 

C. Copy the website assets to an Amazon S3 bucket Ensure that each EC2 instance downloads the 

website assets from the S3 bucket to the attached Amazon Basic Block Store (Amazon EBS) 

volume. Run the S3 sync command once each hour to keep files up to date. 

D. Restore an Amazon Elastic Block Store (Amazon EBS) snapshot w.th the website assets. Attach the 

EBS snapshot as a secondary EBS volume when a new EBS EC2 instance is launched. Configure 
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the website hosting application to reference the website assets that are stored in the secondary 

EBS volume. 

 
 

 Correct Answer: C  

 
 
 
 QUESTION 32  

 
After reviewing the cost optimization checks in AWS Trusted Advisor, a team finds that it has 10,000 

Amazon Elastic Block Store (Amazon EBS) snapshots in its account that are more than 30 days old. 

When the team determines that it needs to implement better governance for the lifecycle of its 

resources. 

Which actions should the team take to automate the lifecycle management of the EBS snapshots with 

the LEAST effort? (Select TWO ) 

A. Create and schedule a backup plan with AWS Backup 

B. Copy the EBS snapshots to Amazon S3 and then create lifecycle configurations in the S3 bucket 

C. Use Amazon Data Lifecycle Manager (Amazon DLM) 

D. Use a scheduled event in Amazon EventBridge (Amazon CloudWatch Events) and invoke AWS Step 

Functions to manage the snapshots 

E. Schedule and run backups in AWS Systems Manager. 
 
 

 

 Correct Answer: D,E  

 
 
 
 QUESTION 33  

 
A company is migrating a three-tier application to AWS. The application requires a MySQL database. 

In the past, the application users reported poor application performance when creating new entries. 

These performance issues were caused by users generating different real-time reports from the 

application duringworking hours. 

Which solution will improve the performance of the application when it is moved to AWS? 

A. Import the data into an Amazon DynamoDB table with provisioned capacity. Refactor the 

application to use DynamoDB for reports. 

B. Create the database on a compute optimized Amazon EC2 instance. Ensure compute resources 

exceed the on-premises database. 

C. Create an Amazon Aurora MySQL Multi-AZ DB cluster with multiple read replicas. Configure 

theapplication reader endpoint for reports. 

D. Create an Amazon Aurora MySQL Multi-AZ DB cluster. Configure the application to use the 

backupinstance of the cluster as an endpoint for the reports.Amazon RDS Read Replicas Now 

Support Multi-AZ DeploymentsStarting today, Amazon RDS Read Replicas for MySQL and MariaDB 

now support Multi-AZ deployments. Combining Read Replicas with Multi-AZ enables you to build a 

resilient disaster recovery strategy and simplify your database engine upgrade process.Amazon 

RDS Read Replicas enable you to create one or more read-only copies of your database instance 

within the same AWS Region or in a different AWS Region. Updates made to the source database 
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are then asynchronously copied to your Read Replicas. In addition to providing scalability for read- 

heavy workloads, Read Replicas can be promoted to become a standalone database instance 

when needed.Amazon RDS Multi-AZ deployments provide enhanced availability for database 

instances within a single AWS Region. With Multi-AZ, your data is synchronously replicated to a 

standby in a different Availability Zone (AZ). In the event of an infrastructure failure, Amazon RDS 

performs an automatic failover to the standby, minimizing disruption to your applications.You can 

now use Read Replicas with Multi-AZ as part of a disaster recovery (DR) strategy for your 

production databases. A well-designed and tested DR plan is critical for maintaining business 

continuity after a disaster. A Read Replica in a different region than the source database can be 

used as a standby database and promoted to become the new production database in case of a 

regional disruption.You can also combine Read Replicas with Multi-AZ for your database engine 

upgrade process. You can create a Read Replica of your production database instance and 

upgrade it to a new database engine version. When the upgrade is complete, you can stop 

applications, promote the Read Replica to a standalone database instance, and switch over your 

applications. Since the database instance is already a Multi-AZ deployment, no additional steps 

are needed.Overview of Amazon RDS Read ReplicasDeploying one or more read replicas for a 

given source DB instance might make sense in a variety of scenarios, including the 

following:Scaling beyond the compute or I/O capacity of a single DB instance for read-heavy 

database workloads. You can direct this excess read traffic to one or more read replicas.Serving 

read traffic while the source DB instance is unavailable. In some cases, your source DB instance 

might not be able to take I/O requests, for example due to I/O suspension for backups or 

scheduled maintenance. In these cases, you can direct read traffic to your read replicas. For this 

use case, keep in mind that the data on the read replica might be 'stale' because the source DB 

instance is unavailable.Business reporting or data warehousing scenarios where you might want 

business reporting queries to run against a read replica, rather than your primary, production DB 

instance.Implementing disaster recovery. You can promote a read replica to a standalone instance 

as a disaster recovery solution if the source DB instance fails.https://aws.amazon.com/about- 

aws/whats-new/2018/01/amazon-rds-read-replicas-now-support-multi-az-deployments/ 

https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html 

 

 
 Correct Answer: D  

 
 
 
 QUESTION 34  

 
A development team is collaborating with another company to create an integrated product. The 

other company needs to access an Amazon Simple Queue Service (Amazon SQS) queue that is 

contained in the development team's account. The other company wants to poll the queue without 

giving up its own account permissions to do so. 

How should a solutions architect provide access to the SQS queue? 

A. Create an instance profile that provides the other company access to the SQS queue. 

B. Create an IAM policy that provides the other company access to the SQS queue. 

C. Create an SQS access policy that provides the other company access to the SQS queue. 

D. Create an Amazon Simple Notification Service (Amazon SNS) access policy that provides the other 

company access to the SQS queue 
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 Correct Answer: C  

 
 
 
 QUESTION 35  

 
A company wants to move its on-premises network, attached storage (NAS) to AWS. The company 

wants to make the data available to any Linux instances within its VPC and ensure changes are 

automatically synchronized across all instances accessing the data store. The majority of the data is 

accessed very rarely, and some files are accessed by multiple users at the same time. 

Which solution meets these requirements and is MOST cost-effective? 

A. Create an Amazon Elastic Block Store (Amazon EBS) snapshot containing the data. Share it with 

users within the VPC. 

B. Create an Amazon S3 bucket that has a lifecycle policy set to transition the data to S3 Standard- 

Infrequent Access (S3 Standard-IA) after the appropriate number of days. 

C. Create an Amazon Elastic File System (Amazon EFS) file system within the VPC. Set the 

throughput mode to Provisioned and to the required amount of IOPS to support concurrent usage. 

D. Create an Amazon Elastic File System (Amazon EFS) file system within the VPC. Set the lifecycle 

policy to transition the data to FS Infrequent Access (EFS IA) after the appropriate number of days. 

 
 

 Correct Answer: B  

 
 
 
 QUESTION 36  

 
An application launched on Amazon EC2 instances needs to publish personally identifiable information 

(PH) about customers using Amazon Simple Notification Service (Amazon SNS) The application is 

launched in private subnets within an Amazon VPC. 

What is the MOST secure way to allow the application to access service endpoints in the same AWS 

Region? 

A. Use an internet gateway 

B. Use AWS PrivateLink 

C. Use a NAT gateway. 

D. Use a proxy instance 
 
 

 

 Correct Answer: B  

 
 
 
 QUESTION 37  

 
A solutions architect is designing a solution that requires frequent updates to a website that is hosted 

on Amazon S3 with versioning enabled. For compliance reasons, older versions of the objects will not 

be accessed frequently and will need to be deleted after 2 years. 
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What should the solutions architect recommend to meet these requirements at the LOWEST cost? 

A. Use S3 batch operations to replace object tags. Expire the objects based on the modified tags 

B. Configure an S3 Lifecycle policy to transition older versions of objects to S3 Glacier. Expire the 

objects after 2 years 

C. Enable S3 Event Notifications on the bucket that sends older objects to the Amazon Simple Queue 

Service (Amazon SQS) queue for further processing. 

D. Replicate older object versions to a new bucket. Use an S3 Lifecycle policy to expire the objects In 

the new bucket after 2 years 

 
 

 Correct Answer: B  

 
 
 
 QUESTION 38  

 
A company recently expanded globally and wants to make its application accessible to users in those 

geographic locations. The application is deploying on Amazon EC2 instances behind an Application 

Load balancer in an Auto Scaling group. The company needs the ability shift traffic from resources in 

one region to another. 

What should a solutions architect recommend? 

A. Configure an Amazon Route 53 latency routing policy 

B. Configure an Amazon Route 53 geolocation routing policy 

C. Configure an Amazon Route 53 geoproximity routingpolicy. 

D. Configure an Amazon Route 53 multivalue answer routing policy 
 
 

 

 Correct Answer: C  

 
 
 
 QUESTION 39  

 
A company has a web application with sporadic usage patterns. There is heavy usage at the 

beginning of each month, moderate usage at the start of each week, and unpredictable usage during 

the week. The application consists of a web server and a MySQL database server running inside the 

data center. The company would like to move the application to the AWS Cloud, and needs to select a 

cost-effective database platform that will not require database modifications. 

Which solution will meet these requirements? 

A. Amazon DynamoDB 

B. Amazon RDS for MySQL 

C. MySQL-compatible Amazon Aurora Serverless 

D. MySQL deployed on Amazon EC2 in an Auto Scaling group 
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 Correct Answer: B  

 
 
 
 QUESTION 40  

 
A company is using Site-to-Site VPN connections for secure connectivity to its AWS Cloud resources 

from on premises. Due to an increase in traffic across the VPN connections to the Amazon EC2 

instances, users are experiencing slower VPN connectivity. Which solution will improve the VPN 

throughput? 

A. Implement multiple customer gateways for the same network to scale the throughput 

B. Use a transit gateway with equal cost multipath routing and add additional VPN tunnels 

C. Configure a virtual private gateway with equal cost multipath routing and multiple 

channelsIncrease the number of tunnels in the VPN configuration to scale the throughput beyond 

the default limit 

D. Increase the number of tunnels in the VPN configuration to scale the throughput beyond the 

default limit 

 
 

 Correct Answer: B  

 

 
Explanation/Reference: 

https://aws.amazon.com/blogs/networking-and-content-delivery/scaling-vpn-throughput-using-aws- 

transit-gateway/ 

 
 QUESTION 41  

 
A company running an on-premises application is migrating the application to AWS to increase its 

elasticity and availability. The current architecture uses a Microsoft SQL Server database with heavy 

read activity. The company wants to explore alternate database options and migrate database 

engines, if needed. Every 4 hours, the development team does a full copy of the production database 

to populate a test database. During this period, users experience latency. 

What should a solution architect recommend as replacement database? 

A. Use Amazon Aurora with Multi-AZ Aurora Replicas and restore from mysqldump for the test 

database. 

B. Use Amazon Aurora with Multi-AZ Aurora Replicas and restore snapshots from Amazon RDS for the 

test database. 

C. Use Amazon RDS for MySQL with a Multi-AZ deployment and read replicas, and use the standby 

instance for the test database. 

D. Use Amazon RDS for SQL Server with a Multi-AZ deployment and read replicas, and restore 

snapshots from RDS for the test database. 
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 Correct Answer: D  

 
 
 
 QUESTION 42  

 
A developer has an application that uses an AWS Lambda function to upload files to Amazon S3 and 

needs the required permissions to perform the task. 

The developer already has an IAM user with valid IAM credentials required for Amazon S3. 

What should a solutions architect do to grant the permissions? 

A. Add required IAM permissions in the resource policy of the Lambda function. 

B. Create a signed request using the existing IAM credential in the Lambda function. 

C. Create a new IAM user and use the existing IAM credentials in the Lambda function 

D. Create an IAM execution role with the required permissions and attach the IAM role to the Lambda 

function 

 
 

 Correct Answer: C  

 
 
 
 QUESTION 43  

 
A company requires operating system permission on a relational database server. 

What should a solutions architect suggest as a configuration for a highly available database 

architecture? 

A. Multiple Amazon EC2 instances in a database replication configuration that uses two Availability 

Zones 

B. A standalone Amazon FC2 instance with a selected database installed 

C. Amazon RDS m a Multi-AZ configuration with Provisioned IOPS 

D. Multiple Amazon EC2 instances in a replication configuration that uses a placement group 
 
 

 

 Correct Answer: A  

 
 
 
 QUESTION 44  

 
An application uses an Amazon RDS MySQL DB instance. The RDS database is becoming low on disk 

space. A solutions architect wants to increase the disk space without downtime Which solution meets 

these requirements with the LEAST amount of effort? 

A. Enable storage auto scaling in RDS. 

B. Increase the RDS database instance size 

C. Change the RDS database instance storage type to Provisioned IOPS. 

D. Back up the RDS database, increase the storage capacity, restore the database and stop the 
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previous instance 

 
 

 Correct Answer: C  

 
 
 
 QUESTION 45  

 
A company has an application with a REST-based Interface that allows data to be received in near-real 

time from a third-party vendor Once received, the application processes and stores the data for 

further analysis. The application Is running on Amazon EC2 instances. 

The third-party vendor has received many 503 Service Unavailable Errors when sending data to the 

application. When the data volume spikes, the compute capacity reaches its maximum limit and the 

application is unable to process all requests. 

Which design should a solutions architect recommend to provide a more scalable solution? 

A. Use Amazon Kinesis Data Streams to ingest the data Process the data using AWS Lambda 

functions. 

B. Use Amazon API Gateway on top of the existing application. Create a usage plan with a quota Iimit 

for the third-party vendor. 

C. Use Amazon Simple Notification Service (Amazon SNS) to ingest the data Put the EC2 instances in 

an Auto Scaling group behind an Application Load Balancer. 

D. Repackage the application as a container. Deploy the application using Amazon Elastic Container 

Service (Amazon ECS) using the EC2 launch type with an Auto Scaling group. 

 
 

 Correct Answer: A  
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