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QUESTION 1 
 

You need to meet the technical requirements for VNetwork1. What should you do first? 
 

A. Create a new subnet on VNetwork1. 
 

B. Remove the NSGs from Subnet11 and Subnet13. 
 

C. Associate an NSG to Subnet12. 
 

D. Configure DDoS protection for VNetwork1. 

Correct Answer: A 

From scenario: Deploy Azure Firewall to VNetwork1 in Sub2. 
 

Azure firewall needs a dedicated subnet named AzureFirewallSubnet. 

References: 

https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-deploy-portal 
 

QUESTION 2 
 

From Azure Security Center, you create a custom alert rule. 
 

You need to configure which users will receive an email message when the alert is triggered. 

What should you do? 

A. From Azure Monitor, create an action group. 
 

B. From Security Center, modify the Security policy settings of the Azure subscription. 
 

C. From Azure Active Directory (Azure AD), modify the members of the Security Reader role group. 
 

D. From Security Center, modify the alert rule. 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/azure/azure-monitor/platform/action-groups 
 

QUESTION 3 
 

Note: This question is part of a series of questions that present the same scenario. Each question in the 

series contains a unique solution that might meet the stated goals. Some question sets might have more 

than one correct solution, while others might not have a correct solution. 
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After you answer a question in this section, you will NOT be able to return to it. As a result, these 

questions will not appear in the review screen. 
 

You have an Azure Subscription named Sub1. 
 

You have an Azure Storage account named Sa1 in a resource group named RG1. 
 

Users and applications access the blob service and the file service in Sa1 by using several shared access 

signatures 
 

(SASs) and stored access policies. 
 

You discover that unauthorized users accessed both the file service and the blob service. 

You need to revoke all access to Sa1. 

Solution: You create a new stored access policy. 

Does this meet the goal? 

A. Yes 
 

B. No 
 

Correct Answer: A 
 

To revoke a stored access policy, you can either delete it, or rename it by changing the signed identifier. 

Changing the signed identifier breaks the associations between any existing signatures and the stored 

access policy. Deleting or renaming the stored access policy immediately effects all of the shared access 

signatures associated with it. 

References: https://docs.microsoft.com/en-us/rest/api/storageservices/Establishing-a-Stored-Access- 

Policy 
 

QUESTION 4 
 

You have an Azure subscription that contains an Azure Container Registry named Registry1. The 

subscription uses the 
 

Standard use tier of Azure Security Center. 
 

You upload several container images to Register1. 
 

You discover that vulnerability security scans were not performed. 
 

You need to ensure that the images are scanned for vulnerabilities when they are uploaded to Registry1. 

What should you do? 

https://dumpstech.com/az-500-practice-exam-questions-pdf/
https://dumpstech.com/az-500-practice-exam-questions-pdf/


https://dumpstech.com/az-500-practice-exam-questions-pdf/ 

 

 

/ 

 

A. From the Azure portal modify the Pricing tier settings. 
 

B. From Azure CLI, lock the container images. 
 

C. Upload the container images by using AzCopy 
 

D. Push the container images to Registry1 by using Docker 

Correct Answer: A 

Reference: https://charbelnemnom.com/scan-container-images-in-azure-container-registry-with-azure- 

security-center/ 
 

QUESTION 5 
 

Your network contains an on-premises Active Directory domain named adatum.com that syncs to Azure 

Active Directory (Azure AD). Azure AD Connect is installed on a domain member server named Server1. 
 

You need to ensure that a domain administrator for the adatum.com domain can modify the 

synchronization options. 

The solution must use the principle of least privilege. 
 

Which Azure AD role should you assign to the domain administrator? 
 

A. Security administrator 
 

B. Global administrator 
 

C. User administrator 

Correct Answer: B 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect- 

accounts-permissions 
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