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NEW QUESTION 1 

A security engineer has been hired to design a device that will enable the exfiltration of data from within 

a well-defended network perimeter during an authorized test. The device must bypass all firewalls and 

NIDS in place, as well as allow for the upload of commands from a centralized command and control 

answer. The total cost of the device must be kept to a minimum in case the device is discovered during 

an assessment. Which of the following tools should the engineer load onto the device being designed? 

A. Custom firmware with rotating key generation 

B. Automatic MITM proxy 

C. TCP beacon broadcast software 

D. Reverse shell endpoint listener 

Answer: B 

NEW QUESTION 2 

An infrastructure team is at the end of a procurement process and has selected a vendor. As part of the 

final negotiations, there are a number of outstanding issues, including: 

1. Indemnity clauses have identified the maximum liability 

2. The data will be hosted and managed outside of the company’s geographical location 

The number of users accessing the system will be small, and no sensitive data will be hosted in the 

solution. As the security consultant on the project, which of the following should the project’s security 

consultant recommend as the NEXT step? 

A. Develop a security exemption, as it does not meet the security policies 

B. Mitigate the risk by asking the vendor to accept the in-country privacy principles 

C. Require the solution owner to accept the identified risks and consequences 

D. Review the entire procurement process to determine the lessons learned 

Answer: C 

NEW QUESTION 3 

A security administrator is hardening a Trusted Solar is server that processes sensitive data. The data 

owner has established the following security requirements: The data is for internal consumption only 
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and shall not be distributed to outside individuals The systems administrator should not have access to 

the data processed by the server 

The integrity of the kernel image is maintained 

Which of the following host-based security controls BEST enforce the data owner’s requirements? 

(Choose three.) 

A. SELinux 

B. DLP 

C. HIDS 

D. Host-based firewall 

E. Measured boot 

F. Data encryption 

G. Watermarking 

Answer: CEF 

NEW QUESTION 4 

A company has entered into a business agreement with a business partner for managed human 

resources services. The Chief Information Security Officer (CISO) has been asked to provide 

documentation that is required to set up a business-to-business VPN between the two organizations. 

Which of the following is required in this scenario? 

A. ISA 

B. BIA 

C. SLA 

D. RA 

Answer: C 

NEW QUESTION 5 

Given the following output from a local PC: 
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Which of the following ACLs on a stateful host-based firewall would allow the PC to serve an intranet 

website?  

A. Allow 172.30.0.28:80 -> ANY 

B. Allow 172.30.0.28:80 -> 172.30.0.0/16 

C. Allow 172.30.0.28:80 -> 172.30.0.28:443 

D. Allow 172.30.0.28:80 -> 172.30.0.28:53 

Answer: B 

NEW QUESTION 6 

A security engineer is designing a system in which offshore, outsourced staff can push code from the 

development environment to the production environment securely. The security engineer is concerned 

with data loss, while the business does not want to slow down its development process. Which of the 

following solutions BEST balances security requirements with business need? 

A. Set up a VDI environment that prevents copying and pasting to the local workstations of out 

sourced staff members 

B. Install a client-side VPN on the staff laptops and limit access to the development network 

C. Create an IPSec VPN tunnel from the development network to the office of the outsourced staff 

D. Use online collaboration tools to initiate workstation-sharing sessions with local staff who have 

access to the development network 
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Answer: D 

NEW QUESTION 7 

A systems security engineer is assisting an organization’s market survey team in reviewing requirements 

for an upcoming acquisition of mobile devices. The engineer expresses concerns to the survey team 

about a particular class of devices that uses a separate SoC for baseband radio I/O. For which of the 

following reasons is the engineer concerned? 

A. These devices can communicate over networks older than HSPA+ and LTE standards, exposing 

device communications to poor encryptions routines 

B. The organization will be unable to restrict the use of NFC, electromagnetic induction, and 

Bluetooth technologies 

C. The associated firmware is more likely to remain out of date and potentially vulnerable 

D. The manufacturers of the baseband radios are unable to enforce mandatory access controls 

within their driver set 

Answer: B 

NEW QUESTION 8 

A recent penetration test identified that a web server has a major vulnerability. The web server hosts a 

critical shipping application for the company and requires 99.99% availability. Attempts to fix the 

vulnerability would likely break the application. The shipping application is due to be replaced in the 

next three months. 

Which of the following would BEST secure the web server until the replacement web server is ready? 

A. Patch management 

B. Antivirus 

C. Application firewall 

D. Spam filters 

E. HIDS 

 

Answer: E 

NEW QUESTION 9 
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A security analyst is reviewing the corporate MDM settings and notices some disabled settings, which 

consequently permit users to download programs from untrusted developers and manually install them. 

After some conversations, it is confirmed that these settings were disabled to support the internal 

development of mobile applications. The security analyst is now recommending that developers and 

testers have a separate device profile allowing this, and that the rest of the organization’s users do not 

have the ability to manually download and install untrusted applications. Which of the following settings 

should be toggled to achieve the goal? (Choose two.) 

A. OTA updates 

B. Remote wiping 

C. Side loading 

D. Sandboxing 

E. Containerization 

F. Signed applications 

Answer: EF 

NEW QUESTION 10 

A security incident responder discovers an attacker has gained access to a network and has overwritten 

key system files with backdoor software. The server was reimaged and patched offline. Which of the 

following tools should be implemented to detect similar attacks? 

A. Vulnerability scanner 

B. TPM 

C. Host-based firewall 

D. File integrity monitor 

E. NIPS 

Answer: CD 
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