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NEW QUESTION 1 

- (Exam Topic 1) 

Company A permits visiting business partners from Company B to utilize Ethernet ports available in 

Company A’s conference rooms. This access is provided to allow partners the ability to establish VPNs 

back to Company B’s network. The security architect for Company A wants to ensure partners from 

Company B are able to gain direct Internet access from available ports only, while Company A 

employees can gain access to the Company An internal network from those same ports. Which of the 

following can be employed to allow this? 

A. ACL 

B. SIEM 

C. MAC 

D. NAC 

E. SAML 

Answer: D 

NEW QUESTION 2 

- (Exam Topic 1) 

Which of the following best practices is used to identify areas in the network that may be vulnerable to 

penetration testing from known external sources? 

A. Blue team training exercises 

B. Technical control reviews 

C. White team training exercises 

D. Operational control reviews 

Answer: A 

NEW QUESTION 3 
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- (Exam Topic 1) 

After analyzing and correlating activity from multiple sensors, the security analyst has determined a 

group from a high-risk country is responsible for a sophisticated breach of the company network and 

continuous administration of targeted attacks for the past three months. Until now, the attacks went 

unnoticed. This is an example of: 

A. privilege escalation. 

B. advanced persistent threat. 

C. malicious insider threat. 

D. spear phishing. 

Answer: B 

NEW QUESTION 4 

- (Exam Topic 1) 

A computer has been infected with a virus and is sending out a beacon to command and control server 

through an unknown service. Which of the following should a security technician implement to drop the 

traffic going to the command and control server and still be able to identify the infected host through 

firewall logs? 

A. Sinkhole 

B. Block ports and services 

C. Patches 

D. Endpoint security 

Answer: A 

Explanation: 

reference 

https://live.paloaltonetworks.com/t5/Configuration-Articles/How-to-Configure-DNS-Sinkhole/ta-

p/58891 

 

NEW QUESTION 5 

- (Exam Topic 1) 
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A security analyst is performing a forensic analysis on a machine that was the subject of some historic 

SIEM alerts. The analyst noticed some network connections utilizing SSL on non-common ports, copies 

of svchost.exe and cmd.exe in %TEMP% folder, and RDP files that had connected to external IPs. Which 

of the following threats has the security analyst uncovered? 

A. DDoS 

B. APT 

C. Ransomware 

D. Software vulnerability 

Answer: B 

NEW QUESTION 6 

- (Exam Topic 1) 

A technician is running an intensive vulnerability scan to detect which ports are open to exploit. During 

the scan, several network services are disabled and production is affected. Which of the following 

sources would be used to evaluate which network service was interrupted? 

A. Syslog 

B. Network mapping 

C. Firewall logs  

D. NIDS 

Answer: A 

NEW QUESTION 7 

- (Exam Topic 1) 

A cyber security analyst is reviewing the current BYOD security posture. The users must be able to 

synchronize their calendars, email, and contacts to a smartphone or other personal device. The 

recommendation must provide the most flexibility to users. Which of the following recommendations 

would meet both the mobile data protection efforts and the business requirements described in this 

scenario? 

A. Develop a minimum security baseline while restricting the type of data that can be accessed. 

B. Implement a single computer configured with USB access and monitored by sensors. 
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C. Deploy a kiosk for synchronizing while using an access list of approved users. 

D. Implement a wireless network configured for mobile device access and monitored by sensors. 

Answer: D 

NEW QUESTION 8 

- (Exam Topic 1) 

An analyst is observing unusual network traffic from a workstation. The workstation is communicating 

with a known malicious site over an encrypted tunnel. A full antivirus scan with an updated antivirus 

signature file does not show any sign of infection. Which of the following has occurred on the 

workstation? 

A. Zero-day attack 

B. Known malware attack 

C. Session hijack 

D. Cookie stealing 

Answer: A 

NEW QUESTION 9 

- (Exam Topic 1) 

After reviewing the following packet, a cyber security analyst has discovered an unauthorized service is 

running on a company’s computer. 

Which of the following ACLs, if implemented, will prevent further access ONLY to the unauthorized 

service and will not impact other services? 

A. DENY TCP ANY HOST 10.38.219.20 EQ 3389 

B. DENY IP HOST 10.38.219.20 ANY EQ 25 

C. DENY IP HOST192.168.1.10 HOST 10.38.219.20 EQ 3389 

D. DENY TCP ANY HOST 192.168.1.10 EQ 25 

Answer: A 

NEW QUESTION 10 

- (Exam Topic 1) 
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An alert has been distributed throughout the information security community regarding a critical 

Apache vulnerability. Which of the following courses of action would ONLY identify the known 

vulnerability? 

 

A. Perform an unauthenticated vulnerability scan on all servers in the environment. 

B. Perform a scan for the specific vulnerability on all web servers. 

C. Perform a web vulnerability scan on all servers in the environment. 

D. Perform an authenticated scan on all web servers in the environment. 

Answer: B 
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