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 QUESTION 1  

 
SIMULATION 

Approximately 100 employees at your company have received a phishing email. As a security analyst 

you have been tasked with handling this situation. 

INSTRUCTIONS 

Review the information provided and determine the following: 

1. How many employees clicked on the link in the phishing email? 

2. On how many workstations was the malware installed? 

3. What is the executable file name or the malware? 

 

A. Select the following answer as per diagram below: 
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 Correct Answer: A  
 
 
 
 

 QUESTION 2  

 
A company's modem response team is handling a threat that was identified on the network Security 

analysts have as at remote sites. Which of the following is the MOST appropriate next step in the 

incident response plan? 

A. Quarantine the web server 

B. Deploy virtual firewalls 

C. Capture a forensic image of the memory and disk 

D. Enable web server containerization 
 
 

 

 Correct Answer: B  
 
 
 
 

 QUESTION 3  

 
Which of the following should be found within an organization's acceptable use policy? 

A. Passwords must be eight characters in length and contain at least one special character. 

B. Customer data must be handled properly, stored on company servers, and encrypted when 

possible 

C. Administrator accounts must be audited monthly, and inactive accounts should be removed 
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D. Consequences of violating the policy could include discipline up to and including termination. 
 
 

 

 Correct Answer: D  
 
 
 
 

 QUESTION 4  

 
A company was recently awarded several large government contracts and wants to determine its 

current risk from one specific APT. 

Which of the following threat modeling methodologies would be the MOST appropriate to use during 

this analysis? 

A. Attack vectors 

B. Adversary capability 

C. Diamond Model of Intrusion Analysis 

D. Kill chain 

E. Total attack surface 
 
 

 

 Correct Answer: B  
 
 
 
 

 QUESTION 5  

 
Which of the following roles is ultimately responsible for determining the classification levels assigned 

to specific data sets? 

A. Data custodian 

B. Data owner 

C. Data processor 

D. Senior management 
 
 

 

 Correct Answer: B  
 
 
 
 

 QUESTION 6  

 
A cybersecurity analyst is contributing to a team hunt on an organization's endpoints. 

Which of the following should the analyst do FIRST? 

A. Write detection logic. 

B. Establish a hypothesis. 

C. Profile the threat actors and activities 

D. Perform a process analysis 
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 Correct Answer: C  
 
 
 
 

 QUESTION 7  

 
A security analyst discovers accounts in sensitive SaaS-based systems are not being removed in a 

timely manner when an employee leaves the organization To BEST resolve the issue, the organization 

should implement 

A. federated authentication 

B. role-based access control. 

C. manual account reviews 

D. multifactor authentication. 
 
 

 

 Correct Answer: A  
 
 
 
 

 QUESTION 8  

 
A cybersecurity analyst is supporting an incident response effort via threat intelligence. Which of the 

following is the analyst MOST likely executing? 

A. Requirements analysis and collection planning 

B. Containment and eradication 

C. Recovery and post-incident review 

D. Indicator enrichment and research pivoting 
 
 

 

 Correct Answer: A  
 
 
 
 

 QUESTION 9  

 
The help desk provided a security analyst with a screenshot of a user's desktop: 

For which of the following is aircrack-ng being used? 

A. Wireless access point discovery 

B. Rainbow attack 

C. Brute-force attack 

D. PCAP data collection 
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 Correct Answer: B  
 
 
 
 

 QUESTION 10  

 
Which of the following is the MOST important objective of a post-incident review? 

A. Capture lessons learned and improve incident response processes 

B. Develop a process for containment and continue improvement efforts 

C. Identify new technologies and strategies to remediate 

D. Identify a new management strategy 
 
 

 

 Correct Answer: A  
 
 
 
 

 QUESTION 11  

 
An information security analyst is working with a data owner to identify the appropriate controls to 

preserve the confidentiality of data within an enterprise environment One of the primary concerns is 

exfiltration of data by malicious insiders Which of the following controls is the MOST appropriate to 

mitigate risks? 

A. Data deduplication 

B. OS fingerprinting 

C. Digital watermarking 

D. Data loss prevention 
 
 

 

 Correct Answer: D  
 
 
 
 

 QUESTION 12  

 
During routine monitoring, a security analyst discovers several suspicious websites that are 

communicating with a local host. The analyst queries for IP 192.168.50.2 for a 24-hour period: 
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To further investigate, the analyst should request PCAP for SRC 192.168.50.2 and 

A. DST 138.10.2.5. 

B. DST 138.10.25.5. 

C. DST 172.10.3.5. 

D. DST 172.10.45.5. 

E. DST 175.35.20.5. 
 
 

 

 Correct Answer: A  
 
 
 
 

 QUESTION 13  

 
Which of the following are components of the intelligence cycle? (Select TWO.) 

A. Collection 

B. Normalization 

C. Response 

D. Analysis 

E. Correction 

F. Dissension 
 
 

 

 Correct Answer: B,E  
 
 
 
 

 QUESTION 14  

 
A cybersecurity analyst has access to several threat feeds and wants to organize them while 
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simultaneously comparing intelligence against network traffic. 

Which of the following would BEST accomplish this goal? 

A. Continuous integration and deployment 

B. Automation and orchestration 

C. Static and dynamic analysis 

D. Information sharing and analysis 
 
 

 

 Correct Answer: B  
 
 
 
 

 QUESTION 15  

 
Which of the following will allow different cloud instances to share various types of data with a 

minimal amount of complexity? 

A. Reverse engineering 

B. Application log collectors 

C. Workflow orchestration 

D. API integration 

E. Scripting 
 
 

 

 Correct Answer: D  
 
 
 
 

 QUESTION 16  

 
A web-based front end for a business intelligence application uses pass-through authentication to 

authenticate users The application then uses a service account, to perform queries and look up data 

m a database A security analyst discovers employees are accessing data sets they have not been 

authorized to use. Which of the following will fix the cause of the issue? 

A. Change the security model to force the users to access the database as themselves 

B. Parameterize queries to prevent unauthorized SQL queries against the database 

C. Configure database security logging using syslog or a SIEM 

D. Enforce unique session IDs so users do not get a reused session ID 
 
 

 

 Correct Answer: B  
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