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NEW QUESTION 1 

- (Exam Topic 1) 

A network administrator has been given a network of 172.16.85.0/21 and wants to know the usable 

range of IP addresses on that subnet. Which of the following indicates the correct IP address range? 

A. 172.16.80.0-172.16.85.254 

B. 172.16.80.0-172.16.88.255 

C. 172.16.80.1-172.16.87.254 

D. 172.16.80.1-172.16.85.255 

Answer: C 

NEW QUESTION 2 

- (Exam Topic 1) 

A technician is troubleshooting a workstation’s network connectivity and wants to confirm which switch 

port corresponds to the wall jack the PC is using. Which of the following concepts would BEST jack the 

technician? 

A. Consistent labeling 

B. Change management 

C. Standard work instruction D .Inventory management 

D. Network baseline 

Answer: A 

NEW QUESTION 3 

- (Exam Topic 1) 

A network technician installs a web server on the firewall. Which of the following methods should the 

technician implement to allow access to outside users without giving access to the inside network? 

A. VLAN 

B. DMZ 

C. SNMP 
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D. NTP 

Answer: B 

NEW QUESTION 4 

- (Exam Topic 1) 

A company has just refreshed the hardware in its datacenter with new 10G Ethernet switches wishes to 

set up a new storage area network but must use existing infrastructure. Which of the following storage 

standards should the technician use? 

A. iSCSI 

B. Fibre Channel 

C. NAS 

D. Infine Band 

Answer: C 

NEW QUESTION 5 

- (Exam Topic 1) 

A network technician configures a firewall’s ACL to allow outgoing traffic for several popular services 

such as email and web browsing. However, after the firewall’s deployment, users are still unable to 

retrieve their 

emails. Which of the following would BEST resolve this issue? 

 

A. Allow the firewall to accept inbound traffic to ports 25, 67, 179, and 3389 

B. Allow the firewall to accept inbound traffic to ports 80, 110, 143, and 443 

C. Set the firewall to operate in transparent mode 

D. Allow the firewall to accept inbound traffic to ports 21, 53, 69, and 123 

Answer: B 

NEW QUESTION 6 

- (Exam Topic 1) 
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A home user has purchased a new smart TV to stream online video services. The smart TV is unable to 

connect to the wireless network after several attempts. After from vacation, the home user tries again 

and can connect the TV to wireless network. However, the user notice a laptop is no longer able to 

connect to the network. Which of the following is the MOST likely cause? 

A. The DHCP scope has been exhausted. 

B. The security passcode has been changed 

C. The SSID is hidden. 

D. The AP configuration was reset. 

Answer: A 

NEW QUESTION 7 

- (Exam Topic 1) 

A administrator is troubleshooting a user’s intermitted wireless connectivity issue. Other users across 

the hallway can connect use the wireless network properly. Upon inspection of the connection details, 

the administrator finds the following: 

  

Which of the following is MOST likely the cause of the poor wireless connection? 

A. Channel overlap 

B. Overcapacity 

C. Incorrect antenna type 

D. Latency 

Answer: C 

NEW QUESTION 8 

- (Exam Topic 1) 

Employees want the ability to use personal devices on the guest network while working out at the 

company gym. In order to meet the request, which of the following policies requires employee 

adherence? 

 

A. AUP 
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B. SLA 

C. NDA 

D. MOU 

Answer: A 

NEW QUESTION 9 

- (Exam Topic 1) 

A new building needs to be joined to an existing network, but management has decided that running 

fiber is too expensive. Since the buildings are bout 1000ft (305m) apart, the IT department has been 

asked to propose alternatives. Which of the following is the BEST device to add to each building to 

facilitate the extension of the network while meeting budgetary demands? 

 

A. Switch 

B. Router 

C. Media converter 

D. PTP wireless 

Answer: D 

NEW QUESTION 10 

- (Exam Topic 1) 

A penetration tester has been tasked with reconnaissance to determine which ports are open on the 

network. Which of the following tasks should be done FIRST? (Choose two.) 

 

A. Network scan 

B. Banner grab 

C. Tracert 

D. DHCP server check 

E. Brute-force attack 

Answer: AC 
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