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NEW QUESTION 1 

You are planning on using the AWS KMS service for managing keys for your application. For which of the 

following can the KMS CMK keys be used for encrypting? Choose 2 answers from the options given 

below 

Please select: 

A. Image Objects 

B. Large files 

C. Password 

D. RSA Keys 

 

Answer: CD 

Explanation: 

The CMK keys themselves can only be used for encrypting data that is maximum 4KB in size. Hence it 

can be used for encryptii information such as passwords and RSA keys. 

Option A and B are invalid because the actual CMK key can only be used to encrypt small amounts of 

data and not large amoui of data. You have to generate the data key from the CMK key in order to 

encrypt high amounts of data 

For more information on the concepts for KMS, please visit the following URL: 

https://docs.aws.amazon.com/kms/latest/developereuide/concepts.htmll The correct answers are: 

Password, RSA Keys Submit your Feedback/Queries to our Experts 

NEW QUESTION 2 

You have just received an email from AWS Support stating that your AWS account might have been 

compromised. Which of the following steps would you look to carry out immediately. Choose 3 answers 

from the options below. 

Please select: 

A. Change the root account password. 

B. Rotate all 1AM access keys 

C. Keep all resources running to avoid disruption 
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D. Change the password for all 1AM users. 

Answer: ABD 

Explanation: 

One of the articles from AWS mentions what should be done in such a scenario 

If you suspect that your account has been compromised, or if you have received a notification from AWS 

that the account has been compromised, perform the following tasks: 

Change your AWS root account password and the passwords of any 1AM users. Delete or rotate all root 

and AWS Identity and Access Management (1AM) access keys. 

Delete any resources on your account you didn't create, especially running EC2 instances, EC2 spot bids, 

or 1AM users. Respond to any notifications you received from AWS Support through the AWS Support 

Center. 

Option C is invalid because there could be compromised instances or resources running on your 

environment. They should be shutdown or stopped immediately. For more information on the article, 

please visit the below URL: https://aws.amazon.com/premiumsupport/knowledee-center/potential-

account-compromise> 

The correct answers are: Change the root account password. Rotate all 1AM access keys. Change the 

password for all 1AM users. Submit your Feedback/Queries to our Experts 

NEW QUESTION 3 

Which option for the use of the AWS Key Management Service (KMS) supports key management best 

practices that focus on minimizing the potential scope of data exposed by a possible future key 

compromise? 

A. Use KMS automatic key rotation to replace the master key, and use this new master key for 

future encryption operations without re-encrypting previously encrypted data. 

B. Generate a new Customer Master Key (CMK), re-encrypt all existing data with the new CMK, and 

use it for all future encryption operations. 

C. Change the CMK alias every 90 days, and update key-calling applications with the new key alias. 

D. Change the CMK permissions to ensure that individuals who can provision keys are not the same 

individuals who can use the keys. 

Answer: A 
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NEW QUESTION 4 

A Systems Engineer is troubleshooting the connectivity of a test environment that includes a virtual 

security appliance deployed inline. In addition to using the virtual security appliance, the Development 

team wants to use security groups and network ACLs to accomplish various security requirements in the 

environment. What configuration is necessary to allow the virtual security appliance to route the traffic? 

A. Disable network ACLs. 

B. Configure the security appliance's elastic network interface for promiscuous mode. 

C. Disable the Network Source/Destination check on the security appliance's elastic network 

interface 

D. Place the security appliance in the public subnet with the internet gateway 

Answer: B 

 

 

NEW QUESTION 5 

A company is using Cloud Trail to log all AWS API activity for all regions in all of its accounts. The CISO 

has asked that additional steps be taken to protect the integrity of the log files. 

What combination of steps will protect the log files from intentional or unintentional alteration? Choose 

2 answers from the options given below Please select: 

A. Create an S3 bucket in a dedicated log account and grant the other accounts write only acces 

B. Deliver all log files from every account to this S3 bucket. 

C. Write a Lambda function that queries the Trusted Advisor Cloud Trail check 

D. Run the function every 10 minutes. 

E. Enable Cloud Trail log file integrity validation 

F. Use Systems Manager Configuration Compliance to continually monitor the access policies of S3 

buckets containing Cloud Trail logs. 

G. Create a Security Group that blocks all traffic except calls from the Cloud Trail service 

H. Associate the security group with) all the Cloud Trail destination S3 buckets. 
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Answer: AC 

Explanation: 

The AWS Documentation mentions the following 

To determine whether a log file was modified, deleted, or unchanged after Cloud Trail delivered it you 

can use Cloud Trail log fill integrity validation. This feature is built using industry standard algorithms: 

SHA-256 for hashing and SHA-256 with RSA for digital signing. This makes it computationally infeasible 

to modify, delete or forge Cloud Trail log files without detection. 

Option B is invalid because there is no such thing as Trusted Advisor Cloud Trail checks Option D is 

invalid because Systems Manager cannot be used for this purpose. 

Option E is invalid because Security Groups cannot be used to block calls from other services For more 

information on Cloud trail log file validation, please visit the below URL: 

https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-loe-file-validation-intro.htmll 

For more information on delivering Cloud trail logs from multiple accounts, please visit the below URL: 

https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-

accounts.htm 

The correct answers are: Create an S3 bucket in a dedicated log account and grant the other accounts 

write only access. Deliver all log files from every account to this S3 bucket, Enable Cloud Trail log file 

integrity validation 

Submit your Feedback/Queries to our Experts 

NEW QUESTION 6 

A company runs an application on AWS that needs to be accessed only by employees. Most employees 

work from the office, but others work remotely or travel. How can the Security Engineer protect this 

workload so that only employees can access it? 

A. Add each employee’s home IP address to the security group for the application so that only 

those users can access the workload. 

B. Create a virtual gateway for VPN connectivity for each employee, and restrict access to the 

workload from within the VPC. 

C. Use a VPN appliance from the AWS Marketplace for users to connect to, and restrict workload 

access to traffic from that appliance. 

D. Route all traffic to the workload through AWS WA 

E. Add each employee’s home IP address into an AWS WAF rule, and block all other traffic. 
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Answer: C 

 

 

NEW QUESTION 7 

A security team must present a daily briefing to the CISO that includes a report of which of the 

company's thousands of EC2 instances and on-premises servers are missing the latest security patches. 

All instances/servers must be brought into compliance within 24 hours so they do not show up on the 

next day's report. How can the security team fulfill these requirements? 

Please select: 

 

A. Use Amazon Quick Sight and Cloud Trail to generate the report of out of compliance 

instances/servers. Redeploy all out of compliance instances/servers using an AMI with the latest 

patches. 

B. Use Systems Manger Patch Manger to generate the report of out of compliance instances/ 

server 

C. Use Systems Manager Patch Manger to install the missing patches. 

D. Use Systems Manger Patch Manger to generate the report of out of compliance instances/ 

servers. Redeploy all out of1 compliance instances/servers using an AMI with the latest patches. 

E. Use Trusted Advisor to generate the report of out of compliance instances/server 

F. Use Systems Manger Patch Manger to install the missing patches. 

 

Answer: B 

Explanation: 

Use the Systems Manger Patch Manger to generate the report and also install the missing patches The 

AWS Documentation mentions the following AWS Systems Manager Patch Manager automates the 

process of patching managed instances with 

security-related updates. For Linux-based instances, you can also install patches for non-security 

updates. You can patch fleets of Amazon EC2 instances or your on-premises servers and virtual 

machines (VMs) by operating system type. This includes supported versions of Windows, Ubuntu Server, 

Red Hat Enterprise Linux (RHEL), SUSE Linux Enterprise Server (SLES), and Amazon Linux. You can scan 
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instances to see only a report of missing patches, or you can scan and automatically install all missing 

patches. 

Option A is invalid because Amazon QuickSight and Cloud Trail cannot be used to generate the list of 

servers that don't meet compliance needs. Option C is wrong because deploying instances via new AMI'S 

would impact the applications hosted on these servers 

Option D is invalid because Amazon Trusted Advisor cannot be used to generate the list of servers that 

don't meet compliance needs. 

For more information on the AWS Patch Manager, please visit the below URL: 

https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager- patch.html ( 

The correct answer is: Use Systems Manger Patch Manger to generate the report of out of compliance 

instances/ servers. Use Systems Manager Patch Manger to install the missing patches. 

Submit your Feedback/Queries to our Experts 

NEW QUESTION 8 

Your IT Security team has identified a number of vulnerabilities across critical EC2 Instances in the 

company's AWS Account. Which would be the easiest way to ensure these vulnerabilities are 

remediated? 

Please select: 

 

A. Create AWS Lambda functions to download the updates and patch the servers. 

B. Use AWS CLI commands to download the updates and patch the servers. 

C. Use AWS inspector to patch the servers 

D. Use AWS Systems Manager to patch the servers 

  

Answer: D 

Explanation: 

The AWS Documentation mentions the following 

You can quickly remediate patch and association compliance issues by using Systems Manager Run 

Command. You can tat either instance IDs or Amazon EC2 tags and execute the AWS-RefreshAssociation 

document or the AWS-Run Patch Baseline document. If refreshing the association or re-running the 

patch baseline fails to resolve the compliance issue, then you need to investigate your associations, 
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patch baselines, or instance configurations to understand why the Run Command executions did not 

resolve the problem 

Options A and B are invalid because even though this is possible, still from a maintenance perspective it 

would be difficult to maintain the Lambda functions Option C is invalid because this service cannot be 

used to patch servers 

For more information on using Systems Manager for compliance remediation please visit the below Link: 

https://docs.aws.amazon.com/systems- manaeer/latest/usereuide/sysman-compliance-fixing.html 

The correct answer is: Use AWS Systems Manager to patch the servers Submit your Feedback/Queries to 

our Experts. 

NEW QUESTION 9 

There are currently multiple applications hosted in a VPC. During monitoring it has been noticed that 

multiple port scans are coming in from a specific IP Address block. The internal security team has 

requested that all offending IP Addresses be denied for the next 24 hours. Which of the following is the 

best method to quickly and temporarily deny access from the specified IP Address's. Please select: 

A. Create an AD policy to modify the Windows Firewall settings on all hosts in the VPC to deny 

access from the IP Address block. 

B. Modify the Network ACLs associated with all public subnets in the VPC to deny access from the 

IP Address block. 

C. Add a rule to all of the VPC Security Groups to deny access from the IP Address block. 

D. Modify the Windows Firewall settings on all AMI'S that your organization uses in that VPC to 

deny access from the IP address block.  

Answer: B 

Explanation: 

NACL acts as a firewall at the subnet level of the VPC and we can deny the offending IP address block at 

the subnet level using NACL rules to block the incoming traffic to the VPC instances. Since NACL rules are 

applied as per the Rule numbers make sure that this rule number should take precedence over other 

rule numbers if there are any such rules that will allow traffic from these IP ranges. The lowest rule 

number has more precedence over a rule that has a higher number. The AWS Documentation mentions 

the following as a best practices for 1AM users 

For extra security, enable multi-factor authentication (MFA) for privileged 1AM users (users who are 

allowed access to sensitive resources or APIs). With MFA, users have a device that generates a unique 

authentication code (a one-time password, or OTP). Users must provide both their normal credentials 
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(like their user name and password) and the OTP. The MFA device can either be a special piece of 

hardware, or it can be a virtual device (for example, it can run in an app on a smartphone). 

Options C is invalid because these options are not available Option D is invalid because there is not root 

access for users 

For more information on 1AM best practices, please visit the below URL: 

https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html The correct answer is: Modify 

the Network ACLs associated with all public subnets in the VPC to deny access from the IP Address block. 

comit your Feedback/Queries to our Experts 

NEW QUESTION 10 

A company requires that data stored in AWS be encrypted at rest. Which of the following approaches 

achieve this requirement? Select 2 answers from the options given below. 

Please select: 

A. When storing data in Amazon EBS, use only EBS-optimized Amazon EC2 instances. 

B. When storing data in EBS, encrypt the volume by using AWS KMS. 

C. When storing data in Amazon S3, use object versioning and MFA Delete. 

D. When storing data in Amazon EC2 Instance Store, encrypt the volume by using KMS. 

E. When storing data in S3, enable server-side encryption. 

 

Answer: BE 

Explanation: 

The AWS Documentation mentions the following 

To create an encrypted Amazon EBS volume, select the appropriate box in the Amazon EBS section of 

the Amazon EC2 console. You can use a custom customer master key (CMK) by choosing one from the 

list that appears below the encryption box. If you do not specify a custom CMK, Amazon EBS uses the 

AWS-managed CMK for Amazon EBS in your account. If there is no AWS-managed CMK for Amazon EBS 

in your account, Amazon EBS creates one. 

Data protection refers to protecting data while in-transit (as it travels to and from Amazon S3) and at 

rest (while it is stored on disks in Amazon S3 data centers). You can protect data in transit by using SSL 

or by using client-side encryption. You have the following options of protecting data at rest in Amazon 

S3. 
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• Use Server-Side Encryption - You request Amazon S3 to encrypt your object before saving it on 

disks in its data centers and decrypt it when you download the objects. 

• Use Client-Side Encryption - You can encrypt data client-side and upload the encrypted data to 

Amazon S3. In this case, you manage the encryption process, the encryption keys, and related tools. 

Option A is invalid because using EBS-optimized Amazon EC2 instances alone will not guarantee 

protection of instances at rest. Option C is invalid because this will not encrypt data at rest for S3 

objects. Option D is invalid because you don't store data in Instance store. For more information on EBS 

encryption, please visit the below URL: 

https://docs.aws.amazon.com/kms/latest/developerguide/services-ebs.html For more information on 

S3 encryption, please visit the below URL: 

https://docs.aws.amazon.com/AmazonS3/latest/dev/UsinEEncryption.html 

The correct answers are: When storing data in EBS, encrypt the volume by using AWS KMS. When 

storing data in S3, enable server-side encryption. Submit your Feedback/Queries to our Experts 

For the Full Access Visit: 

For the Full Access Visit: 
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