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NEW QUESTION 1 

DRAG DROP 

A manager calls upon a tester to assist with diagnosing an issue within the following Python script: 

#!/usr/bin/python 

s = "Administrator" 

The tester suspects it is an issue with string slicing and manipulation Analyze the following code segment 

and drag and drop the correct output for each string manipulation to its corresponding code segment 

Options may be used once or not at all 

 

A. Mastered 

B. Not Mastered Answer: A  

Explanation: 

Nsrt  

Snma  

Trat 

 Imda 

NEW QUESTION 2 

DRAG DROP 

Place each of the following passwords in order of complexity from least complex (1) to most complex 

(4), based on the character sets represented Each password may be used only once 
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A. Mastered 

B. Not Mastered Answer: A  

Explanation: 

Zverlory  

Zverl0ry zv3rlory Zv3r!0ry 

NEW QUESTION 3 

A constant wants to scan all the TCP Pots on an identified device. Which of the following Nmap switches 

will complete this task? 

A. -p- 

B. -p ALX, 

C. -p 1-65534 

D. -port 1-65534 

Answer: A 

NEW QUESTION 4 

A client is asking a penetration tester to evaluate a new web application for availability. Which of the 

following types of attacks should the tester use? 

A. TCP SYN flood 

B. SQL injection 

C. xss 
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D. XMAS scan 

Answer: A 

NEW QUESTION 5 

An assessor begins an internal security test of the Windows domain internal. comptia. net. The assessor 

is given network access via DHCP, but is not given any network maps or target IP addresses. Which of 

the following commands can the assessor use to find any likely Windows domain controllers? 

 

A. Option A 

B. Option B 

C. Option C 

D. Option D 

Answer: A 

NEW QUESTION 6 

Which of the following BEST explains why it is important to maintain confidentiality of any identified 

findings when performing a penetration test? 

A. Penetration test findings often contain company intellectual property 

B. Penetration test findings could lead to consumer dissatisfaction if made pubic 
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C. Penetration test findings are legal documents containing privileged information 

D. Penetration test findings can assist an attacker in compromising a system 

Answer: C 

NEW QUESTION 7 

A penetration tester is designing a phishing campaign and wants to build list of users (or the target 

organization. Which of the following techniques would be the MOST appropriate? (Select TWO) 

A. Query an Internet WHOIS database. 

B. Search posted job listings. 

C. Scrape the company website. 

D. Harvest users from social networking sites. 

E. Socially engineer the corporate call center 

Answer: AB 

NEW QUESTION 8 

A security consultant found a SCADA device in one of the VLANs in scope. Which of the following actions 

would BEST create a potentially destructive outcome against device? 

A. Launch an SNMP password brute force attack against the device. 

B. Lunch a Nessus vulnerability scan against the device. 

C. Launch a DNS cache poisoning attack against the device. 

D. Launch an SMB explogt against the device 

Answer: A 

NEW QUESTION 9 

A recently concluded penetration test revealed that a legacy web application is vulnerable lo SQL 

injection Research indicates that completely remediating the vulnerability would require an 

architectural change, and the stakeholders are not m a position to risk the availability of the application 

Under such circumstances, which of the following controls are low-effort, short-term solutions to 

minimize the SQL injection risk? (Select TWO). 
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A. Identify and eliminate inline SQL statements from the code. 

B. Identify and eliminate dynamic SQL from stored procedures. 

C. Identify and sanitize all user inputs. 

D. Use a whitelist approach for SQL statements. 

E. Use a blacklist approach for SQL statements. 

F. Identify the source of malicious input and block the IP address 

Answer: DE 

NEW QUESTION 10 

Which of the following is the reason why a penetration tester would run the chkconfig --del servicename 

command at the end of an engagement? 

A. To remove the persistence 

B. To enable penitence 

C. To report persistence 

D. To check for persistence 

Answer: A 
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