
https://dumpstech.com/sy0-601-practice-exam-questions-pdf/ 

Download the DumpsTech.com Practice Exam Questions PDF 
https://dumpstech.com/sy0-601-practice-exam-questions-pdf/ 

 

 

 
 

 
CompTIA 

SY0-601 
CompTIA Security+ 

 

https://dumpstech.com/ 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://dumpstech.com/sy0-601-practice-exam-questions-pdf/
https://dumpstech.com/sy0-601-practice-exam-questions-pdf/
https://dumpstech.com/


https://dumpstech.com/sy0-601-practice-exam-questions-pdf/ 

Download the DumpsTech.com Practice Exam Questions PDF 
https://dumpstech.com/sy0-601-practice-exam-questions-pdf/ 

 

 

QUESTION & ANSWERS 

https://dumpstech.com/sy0-601-practice-exam-questions-pdf/
https://dumpstech.com/sy0-601-practice-exam-questions-pdf/


https://dumpstech.com/sy0-601-practice-exam-questions-pdf/ 

Download the DumpsTech.com Practice Exam Questions PDF 
https://dumpstech.com/sy0-601-practice-exam-questions-pdf/ 

 

 QUESTION 1  

 
The CSIRT is reviewing the lessons learned from a recent incident. A worm was able to spread 

unhindered 

throughout the network and infect a large number of computers and servers. Which of the following 

recommendations would be BEST to mitigate the impacts of a similar incident in the future? 

A. Install a NIDS device at the boundary. 

B. Segment the network with firewalls. 

C. Update all antivirus signatures daily. 

D. Implement application blacklisting. 
 
 

 

 Correct Answer: B  
 
 
 
 

 QUESTION 2  

 
A researcher has been analyzing large data sets for the last ten months. The researcher works with 

colleagues 

from other institutions and typically connects via SSH to retrieve additional data. Historically, this 

setup has 

worked without issue, but the researcher recently started getting the following message: 

 
Which of the following network attacks is the researcher MOST likely experiencing? 

A. MAC cloning 

B. Evil twin 

C. Man-in-the-middle 

D. ARP poisoning 
 
 

 

 Correct Answer: C  
 
 
 
 

 QUESTION 3  

 
Which of the following should be put in place when negotiating with a new vendor about the 

timeliness of the 

response to a significant outage or incident? 
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A. MOU 

B. MTTR 

C. SLA 

D. NDA 
 
 

 

 Correct Answer: C  
 
 
 
 

 QUESTION 4  

 
A company is implementing MFA for all applications that store sensitive data. The IT manager wants 

MFA to 

be non-disruptive and user friendly. Which of the following technologies should the IT manager use 

when 

implementing MFA? 

A. One-time passwords 

B. Email tokens 

C. Push notifications 

D. Hardware authentication 
 
 

 

 Correct Answer: C  
 
 
 
 

 QUESTION 5  

 
A RAT that was used to compromise an organization’s banking credentials was found on a user’s 

computer. 

The RAT evaded antivirus detection. It was installed by a user who has local administrator rights to 

the system 

as part of a remote management tool set. Which of the following recommendations would BEST 

prevent this 

from reoccurring? 

A. Create a new acceptable use policy. 

B. Segment the network into trusted and untrusted zones. 

C. Enforce application whitelisting. 

D. Implement DLP at the network boundary. 
 
 

 

 Correct Answer: C  
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 QUESTION 6  

 
A security analyst is looking for a solution to help communicate to the leadership team the seventy 

levels of 

the organization’s vulnerabilities. Which of the following would BEST meet this need? 

A. CVE 

B. SIEM 

C. SOAR 

D. CVSS 
 
 

 

 Correct Answer: D  
 
 
 
 

 QUESTION 7  

 
A consultant is configuring a vulnerability scanner for a large, global organization in multiple 

countries. The 

consultant will be using a service account to scan systems with administrative privileges on a weekly 

basis, but 

there is a concern that hackers could gain access to account to the account and pivot through the 

global 

network. Which of the following would be BEST to help mitigate this concern? 

A. Create consultant accounts for each region, each configured with push MFA notifications. 

B. Create one global administrator account and enforce Kerberos authentication 

C. Create different accounts for each region. limit their logon times, and alert on risky logins 

D. Create a guest account for each region. remember the last ten passwords, and block password 

reuse 

 
 
 

 Correct Answer: C  
 
 
 
 

 QUESTION 8  

 
A security engineer is setting up passwordless authentication for the first time. 

INSTRUCTIONS 

Use the minimum set of commands to set this up and verify that it works. Commands cannot be 

reused. 

If at any time you would like to bring back the initial state of the simulation, please click the Reset All 

button. 
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Correct Answer: 

 
 
 

 

 

 

Explanation/Reference: 
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 QUESTION 9  

 
A security administrator checks the table of a network switch, which shows the following output: 

Which of the following is happening to this switch? 

A. MAC Flooding 

B. DNS poisoning 

C. MAC cloning 

D. ARP poisoning 
 
 

 

 Correct Answer: A  
 
 
 
 

 QUESTION 10  

 
A university with remote campuses, which all use different service providers, loses Internet 

connectivity 

across all locations. After a few minutes, Internet and VoIP services are restored, only to go offline 

again at 

random intervals, typically within four minutes of services being restored. Outages continue 

throughout the 

day, impacting all inbound and outbound connections and services. Services that are limited to the 

local LAN 

or WiFi network are not impacted, but all WAN and VoIP services are affected. 

Later that day, the edge-router manufacturer releases a CVE outlining the ability of an attacker to 

exploit the 

SIP protocol handling on devices, leading to resource exhaustion and system reloads. Which of the 

following 

BEST describe this type of attack? (Choose two.) 

A. DoS 

B. SSL stripping 

C. Memory leak 

D. Race condition 

E. Shimming 

F. Refactoring 
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 Correct Answer: A,D  
 
 
 
 

 QUESTION 11  

 
Which of the following technical controls is BEST suited for the detection and prevention of buffer 

overflows 

on hosts? 

A. DLP 

B. HIDS 

C. EDR 

D. NIPS 
 
 

 

 Correct Answer: C  
 
 
 
 

 QUESTION 12  

 
A small business just recovered from a ransomware attack against its file servers by purchasing the 

decryption 

keys from the attackers. The issue was triggered by a phishing email and the IT administrator wants 

to ensure 

it does not happen again. Which of the following should the IT administrator do FIRST after recovery? 

A. Scan the NAS for residual or dormant malware and take new daily backups that are tested on a 

frequentbasis 

B. Restrict administrative privileges and patch ail systems and applications. 

C. Rebuild all workstations and install new antivirus software 

D. Implement application whitelisting and perform user application hardening 
 
 

 

 Correct Answer: A  
 
 
 
 

 QUESTION 13  

 
Joe, a user at a company, clicked an email link led to a website that infected his workstation. Joe, was 

connected to the network, and the virus spread to the network shares. The protective measures failed 

to stop 

this virus, and It has continues to evade detection. Which of the following should administrator 

implement to 

protect the environment from this malware? 

A. Install a definition-based antivirus. 
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B. Implement an IDS/IPS 

C. Implement a heuristic behavior-detection solution. 

D. Implement CASB to protect the network shares. 
 
 

 

 Correct Answer: C  
 
 
 
 

 QUESTION 14  

 
Which of the following would be the BEST method for creating a detailed diagram of wireless access 

points 

and hot-spots? 

 
A. Footprinting 

B. White-box testing 

C. A drone/UAV 

D. Pivoting 
 
 

 

 Correct Answer: A  
 
 
 
 

 QUESTION 15  

 
A user recent an SMS on a mobile phone that asked for bank delays. Which of the following 

social-engineering techniques was used in this case? 

A. SPIM 

B. Vishing 

C. Spear phishing 

D. Smishing 
 
 

 

 Correct Answer: D  
 
 
 
 

 QUESTION 16  

 
Which of the following refers to applications and systems that are used within an organization without 

consent or approval? 

A. Shadow IT 

B. OSINT 

C. Dark web 
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D. Insider threats 

 
 
 

 

 Correct Answer: A  
 
 
 
 
 
 

For the Full Access Visit: 
https://dumpstech.com/sy0-601-practice-exam-questions-pdf/ 

https://dumpstech.com/sy0-601-practice-exam-questions-pdf/
https://dumpstech.com/sy0-601-practice-exam-questions-pdf/
https://dumpstech.com/sy0-601-practice-exam-questions-pdf/

