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NEW QUESTION 1 

A Linux administrator needs to switch from text mode to GUI. Which of the following runlevels will start 

the GUI by default? 

A. Runlevel 3 

B. Runlevel 4 

C. Runlevel 5 

D. Runlevel 6 

Answer: C 

NEW QUESTION 2 

A Linux administrator has installed a web application firewall in front of a web server running on HTTP 

port 8080 and successfully started the HTTP server. However, after opening the application URL in an 

Internet browser, the administrator discovered that the application does not work. The administrator 

performed the following diagnostic steps: 

Output of sysctl -a command: 

  

Output of iptables -L command: 
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Output of netstat –nltop | grep "8080": 

  

Which of the following is the NEXT step the administrator should perform to permanently fix the issue at 

the kernel level? 

 

A. sysctl -w net.ipv4.ip_forward=1 then run sysctl -w /etc/sysctl.conf to enable the change 

B. Edit /etc/sysctl.conf file and add net.ipv4.ip_forward = 1 then run sysctl -p /etc/ sysctl.conf to 

enable the change 

C. Add iptables rule iptables -A INPUT -m state --state NEW -p tcp --dport 8080 -j then restart httpd 

daemon 

D. Add iptables rule iptables -A FORWARD-m state --state NEW -p tcp --dport 8080 –j ACCEPT then 

restart httpd daemon 

Answer: D 

NEW QUESTION 3 

A junior systems administrator is upgrading a package that was installed on a Red Hat-based system. The 

administrator is tasked with the following: Update and install the new package. 

Verify the new package version is installed. 
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Which of the following should be done to BEST accomplish these task? (Choose two.) 

A. yum install <package name> 

B. yum upgrade 

C. rpm –e <package name> 

D. rpm –qa 

E. apt-get <package name> 

F. apt-get upgrade 

Answer: AD 

NEW QUESTION 4 

A junior systems is configuring localization option environment variables. The administrator is given a 

checklist of tasks with the following requirements: View current settings of the LC_ALL environment 

variable only. Modify the LANG environment variable to US English Unicode. 

Given this scenario, which of the following should be performed to meet these requirements? (Choose 

two.) 

A. echo $LC_ALL 

B. locale 

C. cat $LC_ALL 

D. export LANG = en_US.UTF-8 

E. export $LANG = en_US.UTF 

F. stty 

Answer: BD 

NEW QUESTION 5 

A Linux administrator is setting up a testing environment and needs to connect to a separate testing 

server using the production server name. The administrator needs to override the hostname that the 

DNS is returning in order to use the test environment. Which of the following commands should be run 

on each of the testing systems to BEST meet this goal? 

A. # hostnamectl set-hostname “192.168.1.100 production.company.com” 
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B. # grep –i IP “${ip addr show} production.company.com” > /etc/resolv.conf 

C. # ip addr add 192.168.1.100/24 dev eth0 && rndc reload production.company.com 

D. # echo “192.168.1.100 production.company.com” >> /etc/hosts 

 

Answer: A 

NEW QUESTION 6 

A Linux administrator needs the “tech” account to have the option to run elevated commands as root. 

Which of the following commands would BEST meet this goal? 

A. $ su – tech –c “/bin/bash” 

B. # usermod –aG wheel tech 

C. # sudo –I tech 

D. # groupadd –u tech –g root 

Answer: C 

NEW QUESTION 7 

Which of the following would be the BEST solution for a systems administrator to access the graphical 

user environment of a Linux machine remotely? 

A. VNC 

B. KDE 

C. X11 

D. RPC 

Answer: A 

 

 

NEW QUESTION 8 

In order to comply with new security policies, an administrator needs to prevent the SSH server from 

using insecure algorithms. Which of the following files should be edited to accomplish this? 
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A. /etc/ssh/sshd_config 

B. /etc/ssh/ssh_config 

C. ~/.ssh/ssh_config 

D. /etc/ssh/known_hosts 

 

Answer: A 

NEW QUESTION 9 

A Linux administrator installed a new network adapter and temporarily disabled the network service 

from starting on boot. The partial output of chkconfig is as follows: 

 

Which of the following commands BEST describes how the administrator should re-enable the network 

service? 

A. chkconfig --level 0 network on 

B. chkconfig --level 0-6 network on 

C. chkconfig --level 6 network on 

D. chkconfig --level 12 network on 

E. chkconfig --level 345 network on 

 

Answer: E 

NEW QUESTION 10 

A junior Linux administrator is optimizing a system in which an application needs to take priority 0 when 

running the process. The administrator runs the ps command and receives the following output: 
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Given this scenario, which of the following steps will address this issue? 

A. Issue the command ronice –n 0 –p 8481 

B. Issue the command renice –p 8481 

C. Issue the command renice –p 0 ~n 8481 

D. Issue the command renice –n 8481 

 

Answer: D 
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